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Preface

In today’s rapidly evolving technology 
landscape, organizations are constantly 
seeking ways to optimize their operations, 
reduce costs, and increase efficiency. 
The recent acquisition of VMware by 
Broadcom has prompted many enterprises 
to reevaluate their virtualization strategies 
and explore alternatives that can 
provide both cost savings and improved 
operational efficiency.

This eBook serves as a comprehensive 
guide for organizations considering 
a migration from VMware to Red Hat 
OpenShift Virtualization. We will explore 
the challenges and opportunities 
presented by the VMware acquisition, 
the benefits of containerization, and the 
strategic advantages of embracing Red Hat 
OpenShift Virtualization.

In this eBook, you will:

	» Discover how to seamlessly 
integrate virtual machines 
and containers by migrating 
from VMware to OpenShift, 
enhancing your infrastructure’s 
flexibility and efficiency.

	» Discover how migrating from 
VMware to OpenShift allows for 
a seamless integration of virtual 
machines and containers, 
offering flexibility to deploy 
in the cloud or on-premises, 
complementing your existing 
infrastructure regardless of 
underlying OS 
(including Microsoft)

	» Uncover the benefits of 
OpenShift’s unified platform, 
where legacy applications 
and modern, container-based 
applications coexist and thrive.

	» Gain insights into the 
cost-saving potential and 
performance optimizations 
achievable with OpenShift 
Virtualization, compared to 
traditional VMware setups.

	» Explore the security and 
scalability enhancements that 
come with OpenShift, preparing 
your organization for future 
technological advancements 
while maintaining 
current systems
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Note

If you’re evaluating different platforms to transition from VMware to an alternative solution, look 
for our next eBook, titled “Open Horizons: A Comprehensive Guide to Migrating from VMware”, 
which provides an in-depth analysis of the available options. It highlights OpenShift with OpenShift 
Virtualization as the most complete and versatile solution in the market while comparing the other 
options that are currently available.

For more information, please reach out to Crossvale for a consultation. 

Throughout this eBook, we will provide 
insights and practical guidance for key 
decision-makers, including CEOs, CFOs, 
CISOs, and CTOs/CIOs. We will cover the 
strategic, financial, security, and technical 
aspects of the migration process, ensuring 
that your organization is well-equipped to 
navigate this transformative journey and 
address the “Top 5 Desired Outcomes”:

	» Streamlined Migration Experience 
Customers seek a migration that 
is straightforward, with minimal 
complexity and disruption to their 
current operations, ensuring a smooth 
transition from VMware.

	» Long-Term Value and Modernization 
Customers are focused on not just 
immediate needs but also long-term 
benefits such as scalability, flexibility, 
and enhanced operational efficiency, 
along with continuous post-migration 
optimization and support.

	» Operational Continuity with 
Minimal Downtime 
Maintaining business operations 
with minimal interruption during 
the migration process is critical, 
highlighting the importance of 
a well-planned and executed 
transition strategy.

	» Effective Training and 
Continuous Support 
Organizations emphasize the need 
for comprehensive training for their 
teams, alongside ongoing support to 
efficiently manage and maximize the 
benefits of the new ecosystem.

	» Transparent and Predictable Costs 
There’s a strong desire for clear 
subscription pricing that encompasses 
all necessary features and services, 
enabling easy budgeting and long-term 
financial planning.

By the conclusion of this comprehensive 
guide, you will possess a deep 
understanding of how to position 
your organization to fully realize the 
transformative benefits of migrating 
from VMware to Red Hat OpenShift 
Virtualization. You will gain invaluable 
insights into the strategic advantages of 
partnering with Crossvale and leveraging 
their PodOps for OpenShift Managed 
Platform Engineering Service to streamline 
your transition and ensure optimal 
performance and reliability. Armed with a 
clear, actionable roadmap for a successful 
migration, you will be empowered 
to harness the full potential of this 
cutting-edge platform to drive sustained 
innovation, enhance your competitive 
edge, and achieve your long-term business 
objectives in an increasingly dynamic and 
demanding market landscape.



Section 1
Executive Overview
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Broadcom’s acquisition of VMware has 
raised considerable concerns within 
the tech community regarding potential 
price hikes and the dismantling of the 
established partner ecosystems. Historical 
patterns following Broadcom’s acquisitions 
suggest a shift towards subscription 
models and significant repricing, with 
some instances of support contract 
renewals facing increases of up to 1200%. 
Secondly, Broadcom’s strategy of reducing 
and realigning with partners causes 
CEOs, many of whom depend on VMware 
partners, concern. 

Broadcom’s acquisition of VMware not 
only raises immediate concerns over price 
surges and ecosystem changes but also 
signals deeper, long-term implications 
for technical innovation in the industry. 
Historically, Broadcom’s acquisitions 
have led to a strategic narrowing 
focus, prioritizing profitability through 
subscription models and aggressive 
repricing strategies. Such an approach, 
while potentially boosting short-term 
financial performance, risks stifling 
innovation. By alienating smaller partners 
and focusing on a select group of major 
customers, Broadcom may inadvertently 
limit the diversity of ideas and solutions 
within the ecosystem. 

Chapter 1 

CEO - Strategic Shift and Leadership

The Challenge
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This strategy could result in a 
homogenization of services and a potential 
decrease in the incentive for disruptive, 
ground-breaking technologies. Over time, 
the tech landscape under such a regime 
may become less dynamic and adaptive, 
potentially hampering the industry’s ability 
to tackle new challenges and opportunities 
with innovative solutions. The historical 
pattern of prioritizing immediate financial 
gains over long-term ecosystem health 
suggests a worrying trend toward a less 
competitive and innovative future. 

This strategy of focusing on major 
customers and increasing prices has been 
a consistent approach by Broadcom, 
affecting large organizations and MSPs 
alike. The apprehension among analysts 
and customers over increased costs and 
reduced innovation necessitates a 
strategic response. 

Red Hat OpenShift Virtualization stands 
out as an innovative force in the realm of 
enterprise technology, offering a forward-
thinking alternative to conventional 
virtualization approaches. This platform 
seamlessly integrates the robustness of 
containerization with the comprehensive 
capabilities of virtualization, paving the 
way for businesses to revamp their IT 
infrastructure. It’s designed to facilitate 
a reduction in operational expenditures 
while simultaneously enhancing the 
capacity for rapid innovation 
and development.

Leveraging the inherent efficiencies 
of container technology, OpenShift 
Virtualization allows for greater 
workload density and improved resource 

The Solution
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management. Organizations can deploy 
applications in a more streamlined fashion, 
simplifying processes and reducing 
the time-to-market for innovations. 
Additionally, it helps in maintaining legacy 
applications while making the incremental 
transition to cloud-native solutions.

The substantial market presence of 
Red Hat OpenShift, possessing nearly 
half of the enterprise container market, 
underscores its reliability and the trust 
enterprises place in it. Its widespread 
adoption is a testament to its stability 
and the value it delivers to businesses, 
particularly in enabling them to be agile in 
a competitive landscape.

By adopting OpenShift Virtualization, 
companies not only position themselves 
to be future-ready but also align with 
a community of innovators and a rich 
ecosystem of solutions. This affirms their 
commitment to a technology stack that 
supports continuous improvement and 
adaptability in the face of evolving business 
demands and technological advancements.

The VMware acquisition has introduced 
uncertainties regarding pricing and the 
future of VMware’s partner ecosystems. 
Historically, acquisitions of this nature have 
often led to price increases and changes 
in partner relationships, which can have 
significant implications for organizations 
heavily invested in VMware’s technologies.

Stagnation in the face of these changes 
can be detrimental to an organization’s 
long-term success. CEOs must proactively 
explore alternatives and make strategic 
decisions to ensure their organizations 
remain agile, cost-effective, and innovative.

The Peril of Stagnation:  
Pricing and Partner Ecosystems
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Red Hat OpenShift Virtualization presents 
a unique opportunity for organizations 
to modernize their infrastructure and 
embrace the benefits of containerization 
without sacrificing the familiarity and 
stability of virtualization.

Key benefits of transitioning to 
OpenShift Virtualization include:

	» Cost savings through reduced licensing 
fees and infrastructure consolidation

	» Increased operational efficiency 
and flexibility.

	» Accelerated application development 
and deployment.

	» Enhanced security and 
compliance features.

	» Seamless integration with 
cloud-native technologies.

	» By embracing OpenShift Virtualization, 
CEOs can position their organizations 
for long-term success and 
competitiveness in the digital era.

Red Hat OpenShift Virtualization emerges 
not just as an alternative, but as a 
strategic opportunity for organizations 
looking to pivot away from a VMware-
dependent infrastructure. It offers a path 
to innovation, enhanced operational agility, 
and efficient resource utilization. 

Transitioning to Red Hat 
OpenShift Virtualization: 
A Beacon of Opportunity
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Fostering a Culture of Innovation

Embracing containerization and 
Kubernetes orchestration, OpenShift 
Virtualization empowers CEOs to cultivate 
a culture of innovation within their 
organizations. By providing developers 
with the tools and resources needed to 
experiment, iterate, and drive continuous 
improvement, OpenShift Virtualization 
fuels creativity and ingenuity across 
the organization.

Enables Continued Use of Critical 
COTS Solutions

OpenShift Virtualization offers a pathway 
for CEOs to maintain their investments in 
Commercial-Off-The-Shelf software (COTS) 
obtained from Independent Software 
Vendors (ISVs). After observing the trend 
towards ISVs packaging their solutions 
in containers, along with channeling the 
latest innovations into these modern, 
containerized versions, it becomes clear 
that if you wish to retain control over your 
data without transitioning to a Software 
as a Service (SaaS) model. This SaaS 
model provides you with a location where 
your valuable data is, at best, hosted on 
another’s infrastructure and at worst, 
relinquishes total control and ownership 
of your data. OpenShift Virtualization 
presents a strategic solution: you 
maintain control. 

Enhancing Operational Agility

OpenShift Virtualization enables CEOs 
to respond swiftly to evolving market 
dynamics and customer demands. Its 
flexible architecture allows organizations 
to adapt and pivot with agility, seizing new 
opportunities and mitigating risks in real 
time. By fostering a culture of adaptability 
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and resilience, OpenShift Virtualization 
empowers organizations to thrive 
amidst uncertainty. 

Optimizing Resource Utilization

With its scalable and flexible infrastructure, 
OpenShift Virtualization enables CEOs to 
optimize resource utilization and drive cost 
efficiencies across their organizations. By 
consolidating VM and container workloads 
onto a unified platform, organizations 
can streamline operations, reduce 
infrastructure complexity, and allocate 
resources more effectively, enhancing 
operational efficiency and resilience. 

Facilitating Collaboration 
and Alignment

By providing a common platform for 
developers, IT operations, and business 
stakeholders, OpenShift Virtualization 
fosters collaboration and cross-functional 
alignment within organizations. This 
collaboration enables teams to work 
together seamlessly, driving greater 
innovation and synergy across the 
organization, ultimately leading to 
enhanced business outcomes and 
customer value. 

Unlocking New Growth Opportunities

Red Hat OpenShift Virtualization catalyzes 
growth, enabling CEOs to unlock new 
revenue streams, expand into new 
markets, and deliver superior value to 
customers with unprecedented speed and 
efficiency. Its ability to scale and adapt 
to changing business needs empowers 
organizations to seize new opportunities, 
drive sustainable growth, and remain 
competitive in the digital age. 
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Shifting from VMware to Red Hat 
OpenShift Virtualization is a significant 
move that demands careful planning and 
cooperative efforts with an organization’s 
tech leadership. Leveraging the expertise 
of specialists like Crossvale, who have 
honed their skills in OpenShift transitions, 
offers a cost-efficient, long-term solution 
for Managed Platform Engineering with 
OpenShift. Their support is especially 
beneficial in the initial phases, where the 
lack of subject matter experts and the 
complexity of hiring and training new 
talent pose a challenge. By partnering 
with Crossvale, organizations can navigate 
these early hurdles with expert guidance 
and bolster their migration journey.

CEOs should work closely with their CTOs 
and IT teams to assess the organization’s 
current virtualization landscape, identify 
opportunities for optimization, and 
develop a comprehensive migration 
strategy. This collaborative approach 
ensures that the transition aligns with the 
organization’s overall business objectives 
and technological requirements.

It’s important to acknowledge that 
migrating away from a well-established 
platform like VMware may encounter 
resistance from IT departments due to 
its deep integration into current business 
processes and apprehension surrounding 
the staff adoption of new skills. However, 
organizations that hesitate to evolve may 
find themselves at a disadvantage, facing 
both increased costs and competitive 
pressures as their peers advance. 
Adopting this solution not only facilitates 
modernization but also empowers you to 
develop proprietary AI models, leveraging 
cutting-edge AI platforms such as SAS Viya, 
Red Hat AI, and IBM Watsonx, thereby 
enhancing your competitive edge in 
the market.

The Path Forward: Strategic 
Partnerships and CTO Engagement
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The VMware uncertainty marks a pivotal 
moment for organizations to reassess their 
virtualization strategies and embrace the 
future of containerization. By transitioning 
to Red Hat OpenShift Virtualization, 
CEOs can lead their organizations 
towards a more agile, cost-effective, and 
innovation-driven future, while building 
the framework to leverage generative AI in 
their ecosystem.

The journey to OpenShift Virtualization 
requires bold leadership, strategic vision, 
and a willingness to embrace change. 
CEOs who proactively navigate this 
transition and align their organizations 
with the power of containerization 
will be well-positioned to unlock new 
opportunities, drive digital transformation, 
and maintain a competitive edge in the 
ever-evolving business landscape.

Call to Action: Embrace the Future 
with Confidence

“In embracing Red Hat OpenShift 
Virtualization, we’ve realized 
significant operational efficiencies 
and competitive advantages, 
positioning ourselves as leaders in 
innovation and market agility.”

- National Logistics 
Enterprise CEO
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In the dynamic realm of corporate finance, 
the acquisition of VMware by Broadcom 
heralds a period of substantial economic 
uncertainty and strategic reevaluation for 
CFOs. This chapter seeks to dissect the 
multifaceted financial ramifications of this 
pivotal event, elucidating the challenges 
that lie ahead for organizations deeply 
entrenched in VMware’s ecosystem. 
Through a thorough examination of 
anticipated cost implications, partner 
ecosystem shifts, and the historical 
precedence of innovation stagnation 
following such acquisitions, we aim to 
equip CFOs with the necessary insights to 
navigate this economic turbulence. 

The acquisition has set the stage for a 
financial shockwave. This has been marked 
by steep price hikes for VMware software 
and services. Historical patterns post-
acquisition by Broadcom suggest a sharp 
pivot towards maximizing profitability, 
often materializing in significant price 
increases. Instances from Broadcom’s 
past acquisitions point to support contract 
renewals facing hikes as severe as 1200%. 
For CFOs, this scenario presents a daunting 
challenge: forecasting and managing 
the financial impact of potentially 
unsustainable cost increases on their IT 
infrastructure investments.

Chapter 2 

CFO - Financial Strategy 
Amid Economic Turbulence

The Financial Shockwave: Anticipating 
VMware Price Hikes
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Beyond direct financial implications, the 
acquisition casts a long shadow over 
VMware’s established partner ecosystem. 
Broadcom’s historical approach to focusing 
on high-value customers and streamlining 
partnerships raises concerns about the 
dissolution of this ecosystem. For CFOs, the 
potential narrowing of the partner network 
not only signifies disruptions in service and 
support but also heralds increased costs 
due to the loss of competitive pricing and 
options. This expected contraction of the 
partner landscape necessitates a strategic 
reevaluation of vendor relationships and 
the exploration of more sustainable, 
diversified partnerships. 

The VMware acquisition has raised 
concerns about potential price increases 
and changes to licensing models. CFOs 
must proactively assess the financial 
impact of these changes on their 
organization’s IT budget and develop 
strategies to mitigate risks and 
optimize costs.

Disruption in the Partner Ecosystem: 
A Strategic Concern

Navigating Financial Challenges 
Post-Acquisition

The Innovation  
Stagnation Predicament

A subtler, yet equally consequential, 
effect of Broadcom’s acquisition strategy 
is the potential stagnation of innovation 
within VMware’s offerings. Drawing on 
historical precedents with Broadcom’s 
acquisitions, such as Brocade and CA 
Technologies, there’s a discernible pattern 
of reduced investment in R&D and a shift 
towards extracting value from existing 
solutions rather than fostering innovation. 
For CFOs, this trend signals a long-term 
risk to the organization’s technological 
competitiveness and growth potential, 
potentially leading to increased operational 
costs and decreased efficiency over time. 
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Key financial challenges to 
consider include:

1.	 Anticipated price hikes for VMware 
licenses and support.

2.	 Potential changes to VMware’s pricing 
and packaging structures.

3.	 Uncertainty regarding the future of 
VMware’s product development 
and support.

4.	 Impact on existing VMware-related 
investments and contracts.

CFOs must work closely with their IT 
teams to understand the full scope of the 
organization’s VMware dependency and 
develop a financial plan that addresses 
these challenges head-on.

Transitioning to Red Hat OpenShift 
Virtualization should require careful 
financial planning and analysis. CFOs may 
need to assess the costs and benefits 
of the migration, develop a budget that 
supports the transition, and ensure that 
the move aligns with the organization’s 
overall financial objectives.

Key elements of a strategic financial 
plan for the transition include:

1.	 Cost-benefit analysis of migrating to 
OpenShift Virtualization.

2.	 Identification of potential cost savings 
opportunities (e.g., reduced licensing 
fees, infrastructure consolidation).

3.	 Development of a phased migration 
budget that aligns with the 
organization’s financial resources and 
priorities.

4.	 Assessment of the financial impact on 
existing VMware-related contracts and 
investments.

Strategic Financial Planning 
for Transitioning to 

OpenShift Virtualization
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OpenShift’s embrace of container 
technology offers financial benefits 
attributed to:

	» Resource Efficiency 
Containers are typically more 
economical than VMs, sharing the host 
system’s kernel and thereby reducing 
the need for individual operating 
systems, which can translate to a 
decrease in the number of required 
servers or cloud instances.

	» Application Density 
Containerization allows for running 
a greater number of applications on 
the same hardware relative to VMs, 
enhancing infrastructure 
cost-effectiveness.

	» Scalability 
The Kubernetes-powered 
orchestration in OpenShift facilitates 
dynamic application scaling, which can 
yield cost reductions by minimizing the 
need for surplus resources.

	» Streamlined Operations 
The container management paradigm 
in OpenShift may cut down on the 
extensive infrastructure management 
tools and personnel costs.

	» Energy Efficiency 
Fewer or more resource-efficient 
servers could result in lower 
energy consumption.

CFOs can leverage these insights to 
devise a comprehensive financial plan 
that ensures the economic feasibility and 
sustainability of migrating to OpenShift 
Virtualization, ensuring it’s in harmony with 
the organization’s broader financial goals. 

5.	 Evaluation of the long-term TCO (Total 
Cost of Ownership) of OpenShift 
Virtualization compared to VMware.

Though spending too much time on 
analysis may slow down the inevitable 
need for modernization and when 
examining the cost implications of 
transitioning from VMware to OpenShift 
Virtualization, the financial outlook 
is informed by the containerization 
efficiencies that OpenShift offers. Industry 
insights suggest that VMware may present 
higher costs over an extended period. This 
is due in part to the substantial licensing 
fees and support contracts associated with 
managing a large fleet of VMs, which now 
has additional unknowns as there is not 
a clear licensing roadmap for your future 
VMware purchases.

Moreover, VMware’s suite often 
necessitates integrating additional 
products to achieve its full capabilities, 
potentially increasing the total cost 
of ownership. In contrast, OpenShift’s 
subscription model encompasses 
support and updates, and its container-
based architecture may result in lower 
operational expenditures over time.
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CFOs play a critical role in change 
management and supporting the 
organizational transition to OpenShift 
Virtualization. Beyond financial planning, 
CFOs must work closely with other 
executive leaders to communicate the 
financial benefits of the transition, secure 
buy-in from key stakeholders, and ensure 
that the organization is well-positioned to 
embrace the change.

Key responsibilities of the CFO 
in change management 
commonly include:

1.	 Collaborating with the CEO, CTO, and 
other executives to develop a unified 
vision for the transition.

2.	 Communicating the financial benefits 
and ROI of the transition to 
key stakeholders.

3.	 Securing the necessary financial 
resources and budget approvals to 
support the migration.

4.	 Monitoring the financial performance 
of the transition and making 
data-driven decisions to optimize 
costs and benefits.

5.	 Providing financial leadership and 
guidance to support the organization 
through the change process.

By taking an active role in change 
management, CFOs can help ensure 
a smooth and successful transition to 
OpenShift Virtualization, while maintaining 
the organization’s financial stability and 
long-term success.

Role in Change Management 
and Supporting the 

Organizational Transition
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As we conclude this exploration of 
the financial strategy in the wake of 
VMware’s acquisition by Broadcom, it’s 
clear that CFOs are at a pivotal juncture. 
The transition to Red Hat OpenShift 
Virtualization is not merely a technological 
upgrade but a strategic realignment that 
touches every aspect of organizational 
finance, from cost management and 
budgeting to fostering a culture of 
innovation and sustainability. 

The challenges ahead are substantial, 
yet they are matched by the potential 
for significant financial and operational 
benefits. The move to Red Hat OpenShift 
promises not only cost efficiencies and 
scalability but also positions organizations 
to be more agile, innovative, and 
competitive in a rapidly evolving 
digital landscape. 

Visionary CFOs must champion the 
integration of financial and technological 
strategies, ensuring that investments in 

Conclusion and 
Forward-Looking Statements
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OpenShift and other innovations drive 
sustainable growth and align with long-
term strategic objectives. This journey will 
require careful planning, cross-functional 
collaboration, and a commitment to 
continuous improvement and learning. 

The migration from VMware to OpenShift 
is not a destination. It is the beginning of a 
long-term change in how the organization 
will operate and innovate. A day 2 
operations plan (with associated budget) 
is key to realizing the up-front ROI and this 
must be considered and planned at the 
outset of the project. PodOps by Crossvale 
or in-house training of Operations staff 
must be worked out early. 

The financial landscape of technology is in 
constant flux, with new opportunities and 
challenges emerging at the intersection of 
finance and innovation. As CFOs navigate 
this landscape, they will play a crucial role 
in steering their organizations toward 
financial resilience and strategic agility. 
The transition from VMware to Red Hat 
OpenShift is just one example of the 
broader shifts occurring in technology 
finance. By embracing these changes with 
a forward-looking, strategic approach, the 
C-Suite can lead their organizations to new 
heights of success and innovation. 

In closing, the transition to Red Hat 
OpenShift is more than a strategic 
necessity; it’s an opportunity to redefine 
the future of your organization. As you 
embark on this journey, remember 
that the steps you take today will lay 
the foundation for the financial health, 
operational excellence, and strategic agility 
of your organization for years to come. 
The road ahead is challenging, but with 
careful planning, strategic investment, 
and a commitment to adaptability and 
excellence, the future is bright. 

Expert Insights or Forward Guidance 

As we navigate the complexities of 
transitioning from VMware to Red Hat 
OpenShift Virtualization, the insights from 
industry experts and forward guidance 
become invaluable. The financial landscape 
of technology investments is perpetually 
evolving, influenced by emerging trends, 
innovations, and the shifting sands of 
economic conditions. Here, we delve into 
the collective wisdom of technology and 
financial strategists to underscore the 
broader implications of this transition and 
to prepare CFOs for the road ahead. 

Embracing Cloud-Native Futures 

Industry experts universally acknowledge 
the shift towards cloud-native technologies 
as not just a trend, but a fundamental 
change in how businesses operate and 
compete. Red Hat OpenShift represents 
a step into this future, offering agility, 
scalability, and innovation potential that 
traditional infrastructures cannot match. 
For CFOs, this means reassessing not 
only the direct costs and benefits but 
also understanding the value of agility 
in responding to market changes and 
customer needs.

The Strategic Value of Open Source 

The adoption of open-source solutions 
like Red Hat OpenShift is increasingly 
seen as a strategic move rather than 
purely a cost-saving one. Open-source 
platforms facilitate a level of customization 
and flexibility that proprietary solutions 
struggle to offer. This adaptability of 
open-source software can become a 
significant competitive advantage, allowing 
companies to innovate more rapidly and 
effectively. Financial leaders are advised 
to consider the long-term strategic value 
of open-source adoption, including the 
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impact on innovation, speed to market, 
and the ability to tailor solutions to specific 
business needs. 

Financial Modeling in the Age of 
Digital Transformation 

As digital transformation initiatives, like the 
migration to OpenShift Virtualization, 
become central to business strategies, 
the approach to financial modeling must 
evolve. Traditional cost-center models give 
way to value-creation models, where IT 
investments are closely linked to revenue 
growth, market expansion, and customer 
satisfaction metrics. Forward-thinking 
CFOs are leveraging sophisticated financial 
modeling techniques that incorporate 
these broader business impacts, offering 
a more nuanced understanding of 
investment value. 

Sustainability and ESG Considerations 

Finally, the transition to modernized IT 
infrastructures like Red Hat OpenShift 

aligns with broader sustainability and 
environmental, social, and governance 
(ESG) goals. Experts highlight the energy 
efficiency and reduced carbon footprint 
of cloud-native solutions, which can 
contribute to a company’s ESG objectives. 
CFOs are increasingly recognizing these 
benefits as aligning with corporate 
sustainability goals and as factors 
in investment decisions, reflecting a 
growing trend toward integrating ESG 
considerations into financial strategies. 

In conclusion, the path to Red Hat 
OpenShift is marked by opportunities 
for strategic growth, innovation, and 
alignment with future market directions. 
By drawing on expert insights and 
preparing for the evolving financial and 
operational landscape, CFOs can lead their 
organizations through a transition that 
promises not only financial resilience but 
also a competitive edge in the new 
digital era. 



22

As we conclude this exploration into 
the strategic transition from VMware to 
Red Hat OpenShift Virtualization, we can 
recognize that this path forward for CFOs 
is marked by significant opportunity. 
This journey, critical for navigating the 
economic turbulence introduced by 
the VMware acquisition while seizing 
the strategic advantages of OpenShift 
Virtualization, demands decisive action. 
Next, we outline specific steps for CFOs 
ready to lead their organizations through 
this transformative period.

This chapter contains a lot of information 
about what needs to be completed from 
a financial standpoint to start to embrace 
OpenShift. It may feel overwhelming. One 
thing we hear often is “This is fantastic. 
Where do I get started?” 

Our answer lies in this chapter, but to 
summarize where to start, some actions 
the CFO can take tomorrow are: 

Initiate Strategic Discussions 

Schedule a meeting with your 
organization’s CTO, CIO, and key IT 
stakeholders to discuss the insights and 
strategies outlined in this chapter. Use 
this as a platform to align technological 
transitions with financial planning and 
to underscore the importance of cross-
functional collaboration. NOTE: Avoid 
getting mired in analysis paralysis, start 
small and then expand or be decisive and 
set goals and focus on hitting them.

Conduct a Comprehensive 
Financial Review

Undertake a thorough analysis of your 
current VMware expenditure, including 
licensing, support, and infrastructure costs. 
Contrast this with the projected financial 

Call to Action: Leading with 
Vision and Strategy
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implications of transitioning to Red Hat 
OpenShift Virtualization, considering not 
just cost savings but also the potential for 
increased innovation and 
operational efficiency. 

Develop a Transition Roadmap 

Leveraging the Implementation Roadmap 
provided, begin drafting a tailored plan 
for your organization. This should include 
detailed financial projections, timelines, 
and key milestones, with a clear focus 
on managing the transition in a way that 
aligns with your organization’s strategic 
financial objectives. 

Engage with Crossvale

Reach out to Crossvale for a consultation 
or demo of OpenShift Virtualization. Their 
expertise can provide valuable insights into 
the specifics of the platform, helping to 
refine your transition plan and ensure that 
your financial and technological strategies 
are fully aligned. 

Invest in Your IT Operations 

Plan for the development necessary 
to equip your Enterprise with the skills 
needed for OpenShift Virtualization. 
Consider both in-house training programs 
and Crossvale’s PodOps for OpenShift 

Managed Platform Engineering Service, 
balancing the costs against the long-term 
benefits of building a knowledgeable, 
agile container competency. The best 
option usually is a plan to train internal 
staff over time and evolve a year or two. 
This will help ensure that your staff is fully 
competent while using Crossvale’s PodOps 
and your business can maximize ROI now.

Monitor and Adjust

As you begin the transition, establish a 
framework for ongoing monitoring and 
evaluation. This should include regular 
financial reviews to assess the impact of 
the migration on your budget and ROI, 
as well as operational metrics to gauge 
efficiency improvements and innovation 
gains. 

Champion the Cultural Shift

Recognize that your leadership is pivotal 
in managing the cultural changes 
accompanying this technological shift. 
Promote an organizational culture that 
values agility, continuous learning, and 
innovation, ensuring that your team is not 
just prepared for the transition but excited 
about the opportunities it presents. 

Remember

The move from VMware to Red Hat OpenShift is not just a technological upgrade—it is a strategic 
realignment that places your organization at the forefront of innovation and operational excellence. 
As CFOs, your role in steering this transition, from the initial planning stages through to full 
implementation, is critical. By acting on the strategies and insights outlined in this chapter, you 
can ensure that your organization not only navigates the economic turbulence ahead but emerges 
stronger, more agile, and better equipped for the challenges of the digital era. 

Now is the time to act. With a clear vision and a strategic approach, you can lead your organization 
through this pivotal transition, securing competitive advantage and setting the stage for sustainable 
growth and success in the years to come. 
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The cybersecurity landscape is in a 
constant state of flux, challenged not 
only by evolving threats but also by the 
foundational shifts in the technological 
infrastructures that underpin our 
organizations. One such pivotal shift has 
been spotlighted by Broadcom’s recent 
acquisition of VMware—a development 
that has sent ripples through the 
corporate world, raising both opportunities 
and uncertainties, especially in terms 
of cybersecurity. 

VMware, a titan in the realm of 
virtualization technology, has long 
been the backbone of enterprise IT 
infrastructures, enabling businesses to 
deploy and manage virtual machines (VMs) 
with remarkable efficiency and flexibility.

The acquisition by Broadcom, however, 
has prompted a reevaluation of this 
dependence, not least because of 
Broadcom’s historical strategy post-
acquisition, which often emphasizes 
profitability, sometimes at the expense 
of customer-centric development and 
support models. This strategy, coupled 
with anticipated increases in service costs 
and potential shifts in product focus, has 
made the exploration of alternatives a 
strategic necessity for organizations keen 
on maintaining their competitive edge 
and ensuring their cybersecurity posture 
remains robust. 

Chapter 3 

CISO – Safeguarding Security 
in the Era of Transition

“Embracing OpenShift 
Virtualization is a decisive move 
towards fortifying our digital 
infrastructure. It’s about laying 
down a modern foundation 
where security is integrated into 
the fabric of our operational 
processes, enabling us to respond 
to threats with agility 
and confidence.”

- National Retailer - CISO
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In this environment of uncertainty and 
anticipated transition, Red Hat OpenShift 
Virtualization emerges not merely as an 
alternative but as a beacon of strategic 
advantage, especially from a security 
standpoint. OpenShift Virtualization 
extends Kubernetes to run VMs alongside 
containers, enabling organizations to 
modernize their applications at their 
own pace while leveraging the inherent 
security, speed, and scale of Kubernetes. 
This transition represents more than 
a technological upgrade; it signifies a 
fundamental shift in how organizations 
think about and manage their 
cybersecurity frameworks. 

Transitioning from VMware to Red Hat 
OpenShift Virtualization is not merely 
a reactionary move to external market 
forces; it is a forward-looking strategy 
that places cybersecurity at the forefront 
of organizational priorities. OpenShift 
Virtualization offers a unique proposition 
by integrating VMs into a containerized 
environment, combining the best of both 
worlds—traditional applications run in 
VMs for stability and new, containerized 
applications operate for agility and speed. 

This integration is paramount for 
several reasons: 

1.	 Enhanced Security 
through Immutability 
Containers in OpenShift Virtualization 
inherit the immutable characteristics 
of containerized environments, 
where applications are packaged 
with all their dependencies. This 
significantly reduces the surface area 
for attacks compared to traditional VM 
environments, where the underlying 
OS can be a vector for 
security vulnerabilities. 

Importance of Transitioning to 
Red Hat OpenShift Virtualization 

from a Security Standpoint
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2.	 Micro-segmentation and 
Network Policies 
OpenShift enables fine-grained 
network policies and micro-
segmentation, allowing for precise 
control over who can access what 
within the network. This level of control 
is essential in a world where network 
perimeter defenses are no longer 
sufficient to ward off sophisticated 
cyber threats. 

3.	 Streamlined Patch Management 
and Compliance 
The container orchestration 
capabilities of OpenShift facilitate 
more streamlined patch management 
processes. By managing containers 
and VMs through the same platform, 
organizations can ensure that security 
updates are consistently applied, 
helping maintain compliance with 
regulatory standards and reducing the 
risk of vulnerabilities. 

4.	 Integrated Security across 
the Application Lifecycle 
OpenShift Virtualization embeds 
security into the entire application 
development and deployment lifecycle, 
from build and test to deployment and 
operations. This integrated approach 
ensures that security is not an 
afterthought but a fundamental aspect 
of application design and deployment.

In the context of Broadcom’s acquisition 
of VMware, the move towards OpenShift 
Virtualization is a strategic decision that 
enables organizations to align their IT 
infrastructure with modern cybersecurity 
practices. It’s about building a foundation 
that not only supports the current 
operational needs but also anticipates 
future security requirements, ensuring 
that organizations can navigate the digital 

landscape with agility, resilience, 
and confidence.

As we delve deeper into the implications 
of this transition, it becomes clear that 
the role of the Chief Information Security 
Officer (CISO) is more critical than ever. The 
CISO must not only oversee the technical 
aspects of the transition but also champion 
a cultural shift towards integrated, 
lifecycle-spanning cybersecurity practices. 
The journey from VMware to OpenShift 
Virtualization is not without its challenges, 
but with strategic planning, collaboration, 
and a clear focus on security, it presents an 
opportunity to redefine the cybersecurity 
paradigm for the 
modern enterprise. 

“In the healthcare sector, 
the transition to OpenShift 
Virtualization isn’t merely a 
technological shift; it’s about 
enhancing the integrity and 
security of patient data. It 
propels us toward an era where 
agile, compliant, and secure IT 
infrastructure forms the backbone 
of our life-saving services.”

- Health Tech Provider - CISO
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Before embarking on the transition 
to OpenShift Virtualization, CISOs 
should review prior security audits of 
their organization’s current VMware 
environment. These audits serve as a 
foundation for understanding the existing 
security posture, identifying potential 
vulnerabilities, and developing a robust 
security strategy for the new environment.

Key elements to review of these 
security audits include:

1.	 Inventory of all VMware-related assets, 
including VMs, networks, and storage.

2.	 Assessment of the current security 
controls, policies, and procedures.

3.	 Identification of potential security risks 
and vulnerabilities.

4.	 Evaluation of compliance with relevant 
industry standards and regulations.

5.	 Analysis of the organization’s 
incident response and disaster 
recovery capabilities.

By conducting a review of the security 
audits, CISOs can gain valuable insights 
into their organization’s current security 
landscape and develop a roadmap for 
enhancing security in the OpenShift 
Virtualization environment.

The Strategic Importance 
of a Security Review
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Transitioning to Red Hat OpenShift 
Virtualization necessitates a shift in the 
security paradigm from traditional virtual 
machines to containerized environments. 
This section outlines strategies for 
fortifying container security, focusing 
on image security, registries, runtime 
environments, and access controls.

Redefining Perimeter Security in a 
Containerized World 

The move from VMs to containers alters 
the security perimeter. In traditional 
environments, perimeter security often 
hinges on network controls and host-based 
defenses. However, containers introduce 
a dynamic, microservice-oriented 
architecture, requiring a more granular 
and agile approach to security. 

Key Strategies:

	» Adopt a Zero Trust Model 
Assume that no entity, internal or 
external, is trustworthy. Implement 
stringent verification processes for 
every access request, regardless of 
origin. 

	» Segment Network Traffic 
Utilize network policies in OpenShift 
to isolate sensitive workloads and 
minimize lateral movement in case of a 
breach. 

	» Monitor and Log Everything 
Implement comprehensive logging and 
monitoring solutions that offer visibility 
into container activity, facilitating the 
early detection of suspicious behavior.

Developing a Container-Centric 
Security Strategy
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Securing Container Images 
and Registries 

Container images are the foundation 
of your containerized applications, 
making their security paramount. An 
unsecured image or registry can lead to 
the deployment of vulnerable containers, 
exposing your environment to attacks. 

Key Strategies:

	» Use Trusted Base Images 
Only use base images from trusted, 
verified sources. Prefer official images 
that are regularly updated 
and patched. 

	» Scan Images for Vulnerabilities 
Implement automated tools to scan 
images for known vulnerabilities 
during development and before 
deployment. Integrate these tools 
into your CI/CD pipeline for 
continuous security. 

	» Secure Container Registries 
Implement access controls to ensure 
that only authorized users can push 
or pull images. Enable content trust to 
ensure that images are signed 
and verified.

Strategies for Securing 
Runtime Environments 

Once your containers are deployed, 
securing the runtime environment is 
crucial to prevent unauthorized access 
and ensure the integrity of 
running applications. 

Key Strategies:

	» Use Namespaces and RBAC 
Leverage Kubernetes namespaces 
and Role-Based Access Control (RBAC) 
in OpenShift to limit the blast radius 

of attacks and ensure that users and 
applications have only the permissions 
they need. 

	» Implement Network Policies 
Define and enforce network policies 
that control the flow of traffic between 
pods, preventing unauthorized access 
to sensitive services. 

	» Secure Service-to-Service 
Communications 
Utilize mutual TLS (mTLS) for service-
to-service communications to ensure 
data confidentiality and integrity. 
OpenShift Service Mesh can facilitate 
the implementation of mTLS. 

Implementing Robust Access Controls 
and Authentication Mechanisms 

Ensuring that only authorized users 
and services can access your 
containerized applications is critical to 
maintaining security. 

Key Strategies: 

	» Centralize Identity Management 
Use centralized identity providers 
and integrate them with OpenShift 
to manage user access consistently 
across your environment. 

	» Implement Multi-Factor 
Authentication (MFA) 
Require MFA for access to 
critical systems, especially for 
administrative functions.

	» Utilize Secrets Management 
Securely manage secrets, such 
as passwords and tokens, using 
OpenShift’s integrated secrets 
management capabilities or third-
party solutions. Ensure that secrets are 
never hard-coded into configuration 
files or image layers. 
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To enhance the security posture of 
OpenShift environments, evaluate the 
following tools and technologies: 

1.	 Aqua Security 
Offers comprehensive container 
security solutions, including image 
scanning, runtime protection, 
and micro-segmentation. 

2.	 Sysdig Secure 
Provides security monitoring and 
compliance for containers and 
Kubernetes, offering runtime security 
and forensics. 

3.	 Black Duck by Synopsys 
Scans container images for open-
source vulnerabilities and license 
compliance issues. 

4.	 Red Hat Advanced Cluster Security 
for Kubernetes (formerly StackRox) 
Integrates deeply with OpenShift for 
vulnerability management, compliance, 
and runtime security. 

5.	 Terraform by HashiCorp 
Automates infrastructure provisioning 
with security as code, enabling secure 
and compliant cloud environments. 

6.	 Vault by HashiCorp 
Manages secrets and protects sensitive 
data within OpenShift applications. 

7.	 SonarQube 
Integrates with CI/CD pipelines to 
automatically detect code quality and 
security issues. 

8.	 Prisma Cloud by Palo Alto Networks 
Provides comprehensive cloud-native 
security across the application lifecycle, 
from code to cloud. 

Recommended Security Tools  
and Technologies for 

OpenShift Environments
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Developing a container-centric security 
strategy involves a comprehensive 
approach that spans the entire container 
lifecycle, from image creation to 
deployment and runtime. By focusing on 
these critical areas, CISOs can ensure a 
secure transition to Red Hat OpenShift 
Virtualization, safeguarding their 
organizations’ data and applications in 
the process.

The shift to containerization, characterized 
by its dynamic and transient nature, 
necessitates a reevaluation of traditional 
compliance frameworks. Containers can be 
spun up and down in seconds, making the 
tracking and management of compliance 
across the infrastructure more complex.

Adapting Compliance Strategies 
for Container Technology
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To navigate this complexity, 
CISOs must: 

1.	 Automate Compliance Policies 
Utilize automation tools to enforce 
compliance policies across the entire 
container lifecycle. This includes 
the deployment of pre-configured 
containers that meet the organization’s 
compliance standards from the outset.

2.	 Continuous Monitoring 
Implement continuous monitoring 
solutions that can keep pace with the 
rapid deployment cycles of containers. 
This ensures that any compliance 
deviations are detected and rectified in 
real time. 

3.	 Immutable Containers 
Embrace the principle of immutability, 
where containers are never modified 
after they are deployed. Instead, new 
containers are created to replace 
outdated or non-compliant ones. 
This approach simplifies compliance 
tracking by ensuring that each 
container is always in a known, 
compliant state.

Leveraging OpenShift for Compliance 
Monitoring and Reporting 

Red Hat OpenShift Virtualization offers 
a suite of features designed to support 
comprehensive compliance monitoring 
and reporting: 

1.	 Integrated Compliance Operator 
OpenShift includes a Compliance 
Operator that automates the 
monitoring and enforcement of 
compliance against a variety of 
standards, including CIS benchmarks 
and NIST SP 800-53. This tool can 
continuously scan the environment, 
identify non-compliant configurations, 
and even remediate issues 
where possible. 

2.	 Logging and Auditing 
OpenShift’s integrated logging and 
auditing capabilities are essential for 
compliance. They provide a detailed 
record of all actions and changes 
within the environment, supporting 
effective incident response and 
forensic analysis. 

3.	 Role-Based Access Control (RBAC) 
OpenShift’s RBAC feature is crucial for 
ensuring that only authorized users 
have access to sensitive operations 
and data. By defining roles and 
permissions aligned with the principle 
of least privilege, organizations 
can significantly reduce the risk of 
unauthorized access or data breaches. 

4.	 Certification and Accreditation 
Red Hat OpenShift is compliant 
with several industry standards 
and certifications, including SOC 2, 
ISO 27001, and more. This external 
validation provides organizations with 
a solid foundation for building their 
compliance programs.
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Ensuring compliance in containerized 
environments, such as OpenShift, 
requires understanding the unique 
challenges and opportunities presented 
by these technologies. 

Our solutions outline key considerations 
for maintaining compliance: 

1.	 Data Protection and Privacy 
Understand how data privacy 
laws (e.g., GDPR, CCPA) apply to 
containerized data and implement 
encryption and access controls 
accordingly. 

2.	 Healthcare Compliance 
(HIPAA, HITECH) 
Ensure that protected health 
information (PHI) stored in containers 
is properly encrypted and access is 
logged and monitored. 

3.	 Financial Services Compliance 
(PCI DSS, SOX) 
Implement strict access controls, 
logging, and monitoring to protect 
sensitive financial data within 
containerized applications. 

4.	 Government and Defense 
(FedRAMP, NIST) 
Adhere to government-specific 
standards for cloud services and 
containerized applications, focusing 
on data sovereignty, encryption, and 
secure access. 

5.	 Automate Compliance Policies 
Utilize tools like OpenShift’s 
Compliance Operator to automate 
the enforcement and reporting of 
compliance policies. 

6.	 Continuous Monitoring and Auditing 
Implement continuous monitoring 
solutions to detect and report 
compliance deviations in real time.

Regulatory Compliance Guide 
for Containerized Environments

“OpenShift Virtualization has 
revolutionized our approach to 
compliance, transforming what 
was once a complex landscape 
into a streamlined, manageable 
framework. It’s simplified 
our ability to meet rigorous 
healthcare regulations, ensuring 
that we remain steadfast in our 
commitment to patient privacy and 
data security.”

- Health Tech Provider - CISO



34

The transition to Red Hat OpenShift 
Virtualization offers CISOs a powerful 
platform for enhancing security and 
compliance in a containerized world. 
By adapting compliance strategies to 
the dynamic nature of containers and 
leveraging OpenShift’s comprehensive 
security and compliance features, 
organizations can not only meet but 
exceed their compliance obligations. 
The key lies in embracing automation, 
continuous monitoring, and the robust 
toolset provided by OpenShift to 
maintain a compliant, secure 
containerized environment. 

Enhanced Compliance

Proactive Monitoring, Disaster 
Recovery Planning, and Collaboration

Disaster recovery (DR) planning is a critical 
component of an organization’s resilience 
strategy, especially as enterprises 
increasingly adopt containerized 
applications within their IT infrastructure. 
For a Chief Information Security Officer 
(CISO), ensuring the security of these 
containerized environments during 
disaster recovery scenarios is paramount. 
The transition to Red Hat OpenShift 
Virtualization presents unique challenges 
and opportunities in this regard. 

Unique Challenges of DR in a 
Containerized Environment 

Containerized environments, by their 
very nature, offer dynamic and scalable 
solutions for application deployment. 
However, this dynamism introduces 
complexity in disaster recovery planning, 
particularly around data persistence, 
application state management, and the 
security of container images and runtime 
environments. In a disaster recovery 
scenario, the ephemeral nature of 
containers necessitates a strategy that 
not only addresses data recovery but 
also ensures that the security posture 
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of the containerized environment is not 
compromised. 

Strategies for Data Persistence, Backup, 
and Recovery in OpenShift

	» Data Persistence and Security 
Leveraging Red Hat OpenShift’s 
persistent volume claims (PVCs) is 
key to ensuring data persistence 
across containerized applications. 
From a security perspective, CISOs 
must ensure that access controls 
and encryption standards applied to 
these PVCs meet the organization’s 
security policies. Implementing role-
based access control (RBAC) within 
OpenShift can help in securing access 
to persistent data. 

	» Backup and Recovery Solutions 
Integrating secure backup and 
recovery solutions that are compatible 
with OpenShift is essential. These 
solutions should offer encrypted 
backups, secure data transmission, 
and the ability to restore to a known 
secure state. Implementing image 
scanning and vulnerability assessment 
as part of the recovery process 
ensures that restored applications do 
not reintroduce known security flaws 
back into the production environment. 

Incorporating Security into DR Exercises 

Regular disaster recovery exercises are 
crucial for ensuring that your DR plan is 
effective and that your team is prepared. 
Incorporating specific security scenarios 
into these exercises, such as simulating the 
recovery of compromised containers or 
the breach of a data persistence layer, can 
help identify potential security gaps in your 
DR strategy. Collaborating with specialized 
security partners like Crossvale during 
these exercises can provide additional 
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insights and expertise, enhancing the 
security resilience of your disaster 
recovery plan. 

Integration with the Security 
Operations Center (SOC) 

A seamless integration between the DR 
strategy and the organization’s Security 
Operations Center (SOC) is crucial. The 
SOC serves as the nerve center for security 
monitoring, incident response, and threat 
intelligence. By aligning DR plans with SOC 
operations, organizations can ensure 
real-time security oversight during a 
disaster. This includes immediate detection 
and mitigation of security incidents, 
leveraging the SOC’s capabilities to 
minimize impact and streamline recovery 
processes.

Cross-Region DataProtection 
Compliance 

Global businesses must navigate the 
complex landscape of data sovereignty and 
cross-region compliance. DR strategies 
should be designed with an acute 
awareness of regulations such as the 
General Data Protection Regulation 
(GDPR) in Europe, the Health Insurance 
Portability and Accountability Act (HIPAA) 
in the United States, and other pertinent 
regulations affecting data handling and 
privacy. This entails ensuring that data 
replication and backup practices across 
regions adhere to legal requirements, 
safeguarding against compliance violations 
even amid disaster recovery efforts. 

Zero Trust Architecture for DR 

Implementing a zero-trust architecture 
within the DR environment can significantly 
enhance security. This model operates 
under the assumption that no entity, 
internal or external, should be trusted 

by default. Applying Zero Trust principles 
means every access request is thoroughly 
verified, employing strict authentication 
and authorization protocols. This approach 
is particularly effective in minimizing insider 
threat risks and ensuring that access to DR 
resources is securely controlled. 

AI and Machine Learning for 
Anomaly Detection 

Artificial Intelligence (AI) and Machine 
Learning (ML) technologies can play a 
pivotal role in enhancing DR security. 
These technologies are capable of analyzing 
vast amounts of data to identify patterns, 
detect anomalies,and predict potential 
security threats, such as ransomware 
attacks. Integrating AI and ML for anomaly 
detection in backup and DR operations 
enables proactive threat identification, 
allowing for swift preventive measures. 

Regular Updates and Patch Management 

Maintaining the DR environment’s security 
integrity involves rigorous updates and 
patch management practices. Regularly 
updating systems, applications, and 
security tools with the latest patches is 
essential to protect against vulnerabilities 
and exploits. A disciplined approach to 
updates ensures the DR environment 
mirrors the primary environment’s security 
posture, eliminating weak points that could 
be exploited during or after the recovery 
process. 

Vendor Risk Assessment 

Evaluating the security practices of third-
party vendors, including cloud service 
providers and backup solution providers, 
is vital. A thorough vendor risk assessment 
ensures that all external partners adhere 
to the organization’s stringent security 
standards. This assessment covers data 
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Advance Security in OpenShift

Incorporating these advanced security 
measures into DR planning for 
containerized applications not only 
bolsters defenses but also aligns with 
best practices for a secure, resilient 
IT infrastructure. Specialized partners 
like Crossvale play a crucial role in 
this domain, offering expertise and 
solutions that enhance the security and 
efficacy of disaster recovery strategies. 
Engaging with experienced partners 
ensures organizations can navigate the 
complexities of securing containerized 
environments, leveraging industry best 
practices and cutting-edge technologies to 
achieve optimal security outcomes. 

 

handling practices, security measures, 
and compliance adherence, assuring 
that third-party services do not introduce 
vulnerabilities into the DR strategy. 

Post-Recovery Security Assessment 

After a successful disaster recovery 
operation, conducting a comprehensive 
security assessment of the restored 
environment is critical. This post-recovery 
evaluation includes penetration testing, 
vulnerability scans, and security log 
analysis to ensure the environment has 
not been compromised. Identifying and 
addressing any security gaps post-recovery 
is crucial to safeguard the restored 
systems against future threats. 
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The evolution from traditional software 
development practices to DevOps has 
necessitated the integration of security 
directly into the continuous integration and 
continuous deployment (CI/CD) pipeline. 
This paradigm shift, often referred to 
as “DevSecOps,” ensures that security is 
not an afterthought but a fundamental 
component of the development 
process. For organizations transitioning 
from VMware to Red Hat OpenShift 
Virtualization, this integration becomes 
crucial in maintaining robust security 
postures while capitalizing on the agility 
and scalability offered by  
containerized environments. 

Embedding Security into the 
Development Lifecycle 

Integrating security into the CI/CD pipeline 
involves several key strategies designed 
to identify vulnerabilities early, reduce the 
attack surface, and ensure compliance 
with security policies and regulations 
throughout the software development 
lifecycle (SDLC). 

1.	 Early Vulnerability Identification 
Shift security left by identifying 
vulnerabilities at the earliest stages of 
the development process. Utilize static 
application security testing (SAST) tools 
to analyze source code for potential 
security issues before the code is 
merged into the main branch. 

2.	 Automated Security Gates 
Implement automated security gates 
within the CI/CD pipeline that can 
halt the deployment process if critical 
vulnerabilities or compliance issues are 
detected. This ensures that only code 
that meets the organization’s security 
standards is deployed to production. 

Ensuring Compliance and Integrating 
Security into the CI/CD Pipeline
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3.	 Secrets Management 
Safeguard sensitive data such as API 
keys, passwords, and certificates 
by integrating secrets management 
solutions into the CI/CD pipeline. Tools 
like HashiCorp Vault or OpenShift’s 
own secrets management capabilities 
can securely store, manage, and inject 
secrets into applications without 
exposing them in the source code or 
deployment configurations. 

4.	 Container Image Security 
Use container image scanning 
tools to analyze images for known 
vulnerabilities, ensuring that only 
secure and compliant images are 
used in deployments. Red Hat’s Quay 
container registry, integrated with Clair 
for vulnerability scanning, provides a 
robust solution for managing container 
images securely. 

5.	 Dependency Scanning 
Regularly scan application 
dependencies for vulnerabilities. Tools 
like Snyk or OWASP Dependency-
Check can be integrated into the CI/
CD pipeline to automatically detect 
vulnerable libraries or frameworks that 
need updating.

code analysis capabilities that 
can be integrated directly into 
the CI/CD pipeline. They provide 
detailed vulnerability reports and 
recommendations for remediation. 

2.	 Dynamic Application Security 
Testing (DAST) 
DAST tools such as OWASP ZAP and 
Burp Suite are used for testing running 
applications. They simulate attacks on 
web applications to identify runtime 
vulnerabilities and security flaws. 

3.	 Container Scanning 
Tools like Aqua Security and Sysdig 
Secure specialize in scanning container 
images and runtime environments for 
vulnerabilities, ensuring containers are 
secure throughout their lifecycle. 

4.	 Infrastructure as Code (IaC) Scanning 
As organizations adopt IaC to manage 
their infrastructure, scanning these 
codebases becomes necessary. 
Tools like Terraform’s security scan 
and Checkov by Bridgecrew can 
analyze infrastructure as code for 
misconfigurations and security risks. 

Tools and Techniques for Automated 
Vulnerability Scanning and Code 
Analysis

Leveraging automated tools is key to 
embedding security within the CI/CD 
pipeline effectively. These tools not only 
identify vulnerabilities but also enforce 
coding standards and detect configuration 
errors that could lead to security breaches. 

1.	 SAST Tool 
Tools like SonarQube, Fortify, and 
Checkmarx offer comprehensive 

Summary of Integrated Security 
in CI/CD

Integrating security into the CI/CD pipeline 
is not just about implementing tools but 
about fostering a culture where security 
is a shared responsibility across all teams 
involved in the software development 
and deployment process. By embedding 
security practices and tools into the 
development lifecycle, organizations 
transitioning to Red Hat OpenShift 
Virtualization can ensure that their move 
not only boosts operational efficiency and 
scalability but also enhances their overall 
security posture in a containerized world. 
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Additional OpenShift security 
competencies that Crossvale addresses 
as part of our solution include: 

	» Network Security and Micro-
Segmentation in OpenShift

	» Advanced Identify and Access 
Management (IAM) Practices 
in Transition

	» Proactive Monitoring, Logging, and 
Incident Response

	» Embracing External and Internal 
Security Partnership for Excellence

	» Holistic Security through Cross-
Functional Collaboration

Finally, CISOs must foster a culture of 
collaboration and communication across 
the organization. This involves working 
closely with executive leadership, IT teams, 
and business stakeholders to ensure that 
security is a shared responsibility and 
that everyone understands their role in 
maintaining a secure environment.

By adopting a proactive, collaborative 
approach to security, CISOs can help their 
organizations navigate the transition to 
OpenShift Virtualization with confidence 
while safeguarding against evolving threats 
and ensuring the protection of critical 
assets and data.
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This checklist is designed to assist Chief 
Information Security Officers (CISOs) 
in preparing for the secure transition 
from VMware to Red Hat OpenShift 
Virtualization, ensuring a smooth and 
secure migration process. 

Pre-Transition Planning: 

1.	 Conduct a Comprehensive Security 
Audit of Existing VMware Infrastructure 
Identify current security postures, 
vulnerabilities, and 
compliance statuses.

2.	 Understand OpenShift Security 
Features and Differences 
Familiarize yourself with OpenShift’s 
security mechanisms, especially in 
areas differing from VMware, such as 
network policies, security contexts, and 
integrated logging. 

3.	 Assess Skills and Knowledge Gaps 
Determine if your team requires 
additional training on OpenShift-
specific security considerations and 
container technology. 

4.	 Review and Adapt Security Policies 
and Procedures 
Adjust existing security policies 
to accommodate the nuances of 
containerized environments and 
DevSecOps practices. 

5.	 Develop a Detailed Migration Plan 
Include security considerations at 
each stage, from data migration to 
application re-architecture. 

Checklist for CISOs: 
Preparing for the Transition 
to OpenShift Virtualization
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During Transition:

1.	 Implement Role-Based Access 
Control (RBAC) 
Configure RBAC in OpenShift to ensure 
that users have access only to the 
resources necessary for their roles.

2.	 Secure Container Images 
and Registries 
Utilize trusted base images, scan 
images for vulnerabilities, and secure 
your container registries. 

3.	 Establish Network Segmentation 
and Microsegmentation 
Use OpenShift’s networking capabilities 
to isolate sensitive workloads and 
minimize the potential for 
lateral movement. 

4.	 Integrate Security into the 
CI/CD Pipeline 
Embed security tools and practices 
into the development and deployment 
processes, ensuring continuous 
security assessment. 

5.	 Automate Compliance and Monitoring 
Leverage OpenShift’s Compliance 
Operator and integrated monitoring 
tools to maintain continuous 
compliance and visibility. 

Post-Transition Optimization:

1.	 Regularly Review and Update 
Security Measures 
Continuously assess and improve your 
security posture as OpenShift and 
container technologies evolve. 

2.	 Conduct Periodic Security Training 
Keep your team updated on the latest 
security threats and best practices 
related to containerization. 

3.	 Perform Continuous Vulnerability 
Assessment and Penetration Testing 
Regularly test your OpenShift 
environment to identify and remediate 
new vulnerabilities. 

4.	 Engage in Proactive Incident 
Response Planning 
Update your incident response plans 
to address the unique challenges 
posed by containerized environments. 

5.	 Leverage Community and 
Vendor Resources 
Stay connected with the OpenShift 
community and Red Hat for insights 
into emerging security trends 
and features. 

Engaging with specialized partners like 
Crossvale and PodOps for OpenShift brings 
a dual advantage — not only do you gain 
access to established best practices for 
seamless decision-making, but you also 
receive the backing of a dedicated team. 
This team doesn’t just implement these 
practices; they tailor, refine, and maintain 
them, offering you a reliable way to ensure 
continuous compliance with your security 
needs. With such expert collaboration, you 
can fortify your OpenShift environment 
and keep it aligned with industry standards 
and regulations.



Section 2
Technical Platform Deep Dive
The transition from VMware to Red Hat OpenShift Virtualization represents a significant 
architectural and operational shift for organizations. As a CTO or CIO, it is essential to 
evaluate the current technical landscape, plan and execute the migration strategically, and 
ensure continuity, security, and compliance throughout the process.
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The transition from VMware to Red Hat 
OpenShift Virtualization represents a 
significant architectural and operational 
shift for organizations. As a CTO or CIO, it is 
essential to evaluate the current technical 
landscape, plan and execute the migration 
strategically, and ensure continuity, 
security, and compliance throughout 
the process.

Before embarking on the migration to 
OpenShift Virtualization, CTOs and CIOs 
should assess their organization’s current 
technical landscape and dependencies 
on VMware. 
 
This evaluation should include:

1.	 Inventory of all VMware-based 
applications, services, and workloads.

2.	 Analysis of the compatibility and 
suitability of each workload for 
containerization.

3.	 Identification of key integrations and 
dependencies between VMware and 
other systems.

4.	 Assessment of the current 
infrastructure capacity and scalability

5.	 Evaluation of the existing skillsets and 
expertise within the IT team.

By thoroughly understanding the current 
technical landscape, CTOs and CIOs can 
develop a clear picture of the scope and 
complexity of the migration, identify 
potential challenges and risks, and create a 
roadmap for a successful transition.

Chapter 4 

CEO - Strategic Shift and Leadership

Evaluating the Technical Landscape 
and Dependencies on VMware
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Once the technical landscape has been 
evaluated, CTOs and CIOs must develop 
a comprehensive plan for migrating to 
OpenShift Virtualization. 

This plan should encompass the 
following key elements:

1.	 Definition of clear objectives and 
success criteria for the migration.

2.	 Identification of the most suitable 
migration approach (e.g., lift-and-shift, 
refactoring, re-architecting).

3.	 Prioritization of workloads based on 
business criticality and 
technical complexity.

4.	 Development of a phased migration 
timeline and milestones.

5.	 Allocation of necessary resources, 
including budget, personnel, 
and infrastructure.

6.	 Establishment of key performance 
indicators (KPIs) and 
monitoring mechanisms.

To execute the migration effectively, CTOs 
and CIOs should consider leveraging the 
expertise of experienced partners like 
Crossvale. Crossvale’s team of OpenShift 
specialists can provide valuable guidance, 
best practices, and hands-on support 
throughout the migration process, 
ensuring a smooth and 
successful transition.

Additionally, leveraging tools Crossvale 
uses like the Migration Toolkit for 
Virtualization (MTV) can help automate and 
streamline the migration process, reducing 
the risk of errors and accelerating the 
time-to-value for the OpenShift 
Virtualization environment.

Planning and Executing the Migration 
to Red Hat OpenShift Virtualization
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Scaling Your Migration 
with OpenStack Integration

For organizations with a substantial 
VMware footprint, particularly those 
running more than 8,000 virtual machines 
(VMs) in production, the migration to Red 
Hat OpenShift Virtualization can present 
unique challenges in terms of scale and 
complexity. In such scenarios, integrating 
OpenStack into the migration strategy can 
provide additional benefits and options to 
accelerate the transition process.

OpenStack is an open-source cloud 
computing platform that enables the 
creation and management of 
large-scale virtualized environments. 
By leveraging OpenStack alongside 
OpenShift Virtualization, organizations 
can streamline the migration of VMs at 
scale, while also gaining the flexibility to 
customize their infrastructure to meet 
specific requirements.
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with the scalability and flexibility of 
OpenStack. This integration allowed 
them to run both containerized 
applications and virtualized workloads 
on a single, cohesive infrastructure.

Simplifying Complexity with OpenStack

One of the key advantages of integrating 
OpenStack with OpenShift into the 
migration strategy is its ability to simplify 
certain complexities associated with 
running the OpenStack control plane. In 
a standard OpenStack deployment, the 
control plane components, such as the 
API server, scheduler, and conductor, 
traditionally run as separate services on 
dedicated nodes. While this approach 
provides a level of isolation and flexibility, 
it can introduce additional overhead and 
management challenges at scale.

By leveraging OpenShift as the host for 
OpenStack, organizations can choose 
to run the OpenStack control plane 
components as containerized services 
within the OpenShift cluster.

Real-World Example: 
Financial Services Institution

To illustrate the value of OpenStack 
integration, let’s consider a real-world 
example outside the telecommunications 
industry. A large financial services 
institution, with a complex IT landscape 
comprising over 10,000 VMs, embarked 
on a migration journey to modernize its 
infrastructure and embrace 
cloud-native technologies.

Given the sheer volume of VMs and the 
critical nature of their applications, the 
institution recognized the need for a 
scalable and flexible approach to 
their migration. 

By incorporating OpenStack into their 
strategy, they were able to:

1.	 Efficiently migrate VMs at scale 
OpenStack’s virtualization capabilities 
allowed the institution to migrate 
an extensive VM inventory to a new 
environment, reducing the time 
and effort required compared to a 
traditional VM-to-VM move.

2.	 Customize their infrastructure 
OpenStack’s modular architecture 
enabled the institution to tailor 
their infrastructure to meet specific 
performance, security, and compliance 
requirements. They could select and 
configure components based on 
their unique needs, ensuring optimal 
alignment with their 
business objectives.

3.	 Integrate with OpenShift 
Virtualization 
By leveraging OpenStack’s integration 
capabilities, the institution could create 
a unified platform that combined the 
benefits of OpenShift Virtualization 

This approach offers several benefits:

1.	 Simplified management 
Running the control plane components 
as containerized services allows for 
easier management and maintenance, 
as they can be treated as standard 
application workloads within the 
OpenShift environment. OpenShift’s 
built-in features, such as self-healing 
and auto-scaling, can help ensure the 
stability and availability of the control 
plane services.

2.	 Reduced complexity 
Integrating the OpenStack control 
plane into the OpenShift cluster 
reduces the overall complexity of 
the deployment, as it eliminates the 
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Crossvale’s team of certified 
professionals can provide:

1.	 Strategic planning 
Crossvale can help organizations 
assess their current environment, 
identify opportunities for OpenStack 
integration, and develop a 
comprehensive migration strategy that 
aligns with their business goals.

2.	 Technical implementation 
Crossvale’s experts can handle the 
technical aspects of integrating 
OpenStack with OpenShift 
Virtualization, ensuring a seamless and 
efficient deployment that maximizes 
the benefits of both platforms.

3.	 Ongoing support and optimization 
With Crossvale’s PodOps for OpenShift 
Managed Platform Engineering 
Service, organizations can benefit 
from continuous monitoring, 
optimization, and support for their 
integrated OpenStack and OpenShift 
Virtualization environment.

By partnering with Crossvale, organizations 
can confidently navigate the complexities 
of OpenStack integration, accelerate 
their migration journey, and unlock the 
full potential of a scalable, flexible, and 
modernized infrastructure.

As you plan your migration journey, 
consider the potential value of OpenStack 
integration and the expertise that 
Crossvale brings to the table. With the right 
strategy and partner, you can successfully 
navigate the complexities of large-scale 
migrations and position your organization 
for long-term success in the 
cloud-native era.

Crossvale’s Expertise in OpenStack 
Integration

Navigating the complexities of integrating 
OpenStack with OpenShift requires deep 
expertise and experience. Crossvale, 
with its extensive knowledge and proven 
track record in both technologies, is well-
positioned to guide organizations through 
this process.

need for separate dedicated nodes 
and simplifies the networking and 
communication between the control 
plane services and the compute nodes.

3.	 Enhanced scalability 
With the control plane running 
as containerized services within 
OpenShift, organizations can 
more easily scale their OpenStack 
environment to accommodate 
growth and changing requirements. 
OpenShift’s horizontal scaling 
capabilities allow for the dynamic 
adjustment of control plane resources 
based on demand, without the need 
to manually provision and manage 
additional nodes.

By running the OpenStack control plane 
within OpenShift, organizations can take 
advantage of the platform’s inherent 
benefits, such as containerization, 
automation, and self-service provisioning, 
while still leveraging the powerful 
virtualization capabilities of OpenStack for 
their large-scale VM deployments.
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Ensuring Continuity, Security, and 
Compliance During the Transition

Throughout the migration process, CTOs 
and CIOs must prioritize continuity, 
security, and compliance to minimize 
disruption to the business and protect 
critical assets and data.

To ensure continuity, CTOs and 
CIOs should:

1.	 Develop comprehensive backup and 
disaster recovery plans for both the 
VMware and OpenShift 
Virtualization environments.

2.	 Implement high availability and failover 
mechanisms to minimize downtime 
during the transition.

3.	 Conduct thorough testing and 
validation of migrated workloads to 
ensure functionality and performance.

4.	 Provide training and support to 
end-users to minimize disruption and 
facilitate the adoption of the 
new environment.

“Partnering with OpenShift and 
OpenStack migration experts 
at Crossvale enabled our 
organization to navigate the 
complexities of transitioning from 
VMware, overcome skill gaps, 
and achieve a cost-effective 
seamless migration.”

- Hospitality - CIO

To maintain security and compliance, 
CTOs and CIOs should:

1.	 Work closely with the CISO to 
implement a container-centric 
security strategy.

2.	 Ensure that all migrated workloads 
adhere to relevant security and 
compliance standards.

3.	 Leverage OpenShift’s built-in security 
features and integrate with existing 
security tools and processes.

4.	 Conduct regular security audits and 
penetration testing to identify and 
remediate vulnerabilities.

By prioritizing continuity, security, and 
compliance throughout the migration 
process, CTOs and CIOs can help their 
organizations navigate the transition to 
OpenShift Virtualization with confidence 
while minimizing risk and ensuring the 
ongoing protection of critical assets 
and data.



50

Red Hat OpenShift Virtualization is a 
powerful platform that combines the 
benefits of containerization with the 
flexibility and familiarity of virtualization. 
This chapter explores the key features and 
benefits of OpenShift Virtualization, how 
it facilitates innovation, efficiency, and 
scalability, and compares it to traditional 
VMware environments.

OpenShift Virtualization offers a range 
of features and benefits that make it 
an attractive alternative to traditional 
virtualization solutions:

1.	 Unified management of containers 
and virtual machines (VMs) on a 
single platform

2.	 Seamless integration with OpenShift’s 
Kubernetes-based container 
orchestration capabilities

3.	 Support for a wide range of operating 
systems and workloads, including 
Windows and Linux

4.	 Enhanced security through 
OpenShift’s built-in security features 
and container isolation

5.	 Simplified operations and maintenance 
through automated provisioning, 
scaling, and lifecycle management

6.	 Improved resource utilization and cost 
efficiency through containerization and 
workload consolidation

Chapter 5 

Understanding Red Hat 
OpenShift Virtualization

Key Features and Benefits 
of OpenShift Virtualization
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7.	 Accelerated application development 
and deployment through OpenShift’s  
DevOps-friendly features and tools

By leveraging these features and benefits, 
organizations can modernize their 
infrastructure, reduce complexity, and 
unlock new opportunities for innovation 
and growth.

OpenShift Virtualization enables 
organizations to achieve unprecedented 
levels of innovation, efficiency, and 
scalability by combining the power of 
containerization with the flexibility 
of virtualization.

Innovation

1.	 Accelerates application development 
and deployment through 
containerization and 
microservices architectures

2.	 Enables developers to quickly spin 
up and tear down development and 
testing environments

3.	 Facilitates experimentation and 
iteration through rapid provisioning 
and scaling of resources

4.	 Supports the adoption of modern 
application architectures and 
technologies, such as serverless 
computing and AI/ML

How OpenShift Virtualization 
Facilitates Innovation, 

Efficiency, and Scalability

Efficiency

1.	 Reduces infrastructure complexity 
and overhead through workload 
consolidation and unified management

2.	 Improves resource utilization and cost 
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Scalability

1.	 Allows organizations to easily scale 
their applications and infrastructure 
up or down

2.	 Enables seamless scaling of both 
containers and VMs based on 
workload demands

3.	 Supports hybrid and multi-cloud 
deployments, allowing organizations to 
scale their workloads across 
different environments

4.	 Provides built-in high availability and 
failover capabilities to ensure the 
resilience and scalability 
of applications

By leveraging OpenShift Virtualization’s 
capabilities for innovation, efficiency, and 
scalability, organizations can create a 
more agile, responsive, and future-ready 
IT environment that can adapt to the ever-
changing needs of the business.

efficiency through containerization and 
dynamic scaling

3.	 Streamlines operations and 
maintenance through automated 
provisioning, scaling, and 
lifecycle management

4.	 Enables IT teams to focus on higher-
value activities by reducing the time 
and effort required for routine tasks
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To understand the value of OpenShift 
Virtualization, it’s essential to compare it to 
traditional VMware environments from a 
technical perspective.

Comparing VMware and 
OpenShift Virtualization 

from a Technical Perspective

Feature VMware OpenShift Virtualization

Architecture Monolithic, VM-centric Microservices-based, container-centric

Orchestration vSphere, vCenter Kubernetes

Workload Types VMs VMs and containers

Operating Systems Various (Windows, Linux) Various (Windows, Linux)

Networking vSwitch, NSX Open vSwitch, OpenShift SDN

Storage vSAN, VMFS Container Storage Interfac  (CSI), OpenShift 
Data Foundation, Portworx, …

Security VM-level isolation, 
vSphere Security

Container-level isolation, OpenShift Security 
Context Constraints (SCCs)

Management vSphere Client, vCenter OpenShift Web Console, OpenShift CLI, 
Kubernetes API

Automation vRealize Automation OpenShift Operators, Ansible 
Automation Platform

Integration Limited, vendor-specific OpenShift Operators, Ansible 
Automation Platform

Key technical differences:

1.	 OpenShift Virtualization’s container-
centric architecture enables a more 
granular, microservices-based 
approach to application deployment 
and management.

2.	 OpenShift’s Kubernetes-based 
orchestration provides a more flexible, 
scalable, and automated way to 
manage both containers and VMs.
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3.	 OpenShift Virtualization’s integration 
with the broader open-source 
ecosystem enables organizations 
to leverage a wide range of tools 
and technologies for automation, 
monitoring, and management.

4.	 OpenShift’s built-in security features, 
such as SCCs and container-level 
isolation, provide a more robust 
and granular approach to security 
compared to traditional 
VM-level isolation.

By understanding these technical 
differences, organizations can make 
informed decisions about whether 
OpenShift Virtualization is the right fit for 
their specific needs and requirements.



Section 3
Implementation 
and Management
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Transitioning from VMware to Red Hat 
OpenShift Virtualization requires careful 
planning and a well-defined strategy. This 
chapter outlines a detailed roadmap for 
the transition, emphasizes the importance 
of collaborative planning across 
departments, and discusses scenario 
planning and financial simulations for 
informed decision-making.

Chapter 6 

Transitioning Strategy and Planning
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A comprehensive roadmap is essential for 
a successful transition from VMware to 
OpenShift Virtualization.

The following steps provide a high-level 
overview of the transition process and 
address the “Top 5 Desired Outcomes”:

Detailed Roadmap for 
Transitioning from VMware 
to OpenShift Virtualization

1.   Streamlined Migration Experience

Customers seek a migration that is straightforward, with minimal complexity and 
disruption to their current operations, ensuring a smooth transition from VMware.

2.   Long-Term Value and Modernization

Customers are focused on not just immediate needs but also long-term benefits 
such as scalability, flexibility, and enhanced operational efficiency, along with 
continuous post-migration optimization and support

3.   Operational Continuity with Minimal Downtime

Maintaining business operations with minimal interruption during the migration 
process is critical, highlighting the importance of a well-planned and executed 
transition strategy

4.   Effective Training and Continuous Support

Organizations emphasize the need for comprehensive training for their teams, 
alongside ongoing support to efficiently manage and maximize the benefits of the 
new ecosystem.

5.   Transparent and Predictable Costs

There’s a strong desire for clear subscription pricing that encompasses all necessary 
features and services, enabling easy budgeting and long-term financial planning.
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1.	 Assess the current environment

	» 	Inventory existing VMware 
infrastructure and workloads 
Conduct a thorough assessment of 
your current VMware environment, 
including all virtual machines, their 
configurations, resource utilization, 
and performance metrics. This 
inventory will serve as the foundation 
for planning the migration.

	» Identify dependencies and integrations 
Map out the dependencies between 
workloads and any integrations with 
external systems. Understanding these 
relationships is crucial for ensuring 
a smooth transition and minimizing 
disruption to business operations.

	» Evaluate application and workload 
suitability for containerization 
Assess each application and workload 
to determine its suitability for 
containerization. Consider factors 
such as architecture, performance 
requirements, and compatibility 
with cloud-native technologies. 
This evaluation will help prioritize 
workloads for migration.

2.	 Define objectives and success 
criteria

	» Establish clear goals and desired 
outcomes for the transition 
Clearly define the objectives of 
the migration, such as improving 
scalability, reducing costs, or 
enhancing agility. Align these goals 
with the organization’s overall business 
strategy and IT roadmap.

	» Identify key performanceindicators 
(KPIs) and metrics for measuring 
success 
Determine the KPIs and metrics that 

Transition Strategy and Plan
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will be used to measure the success 
of the migration. These may include 
metrics related to performance, 
availability, cost savings, and user 
satisfaction. Establishing these metrics 
upfront will help track progress and 
demonstrate the value of the transition.

3.	 Develop a phased migration plan

	» Prioritize workloads based 
on criticality, complexity, and 
dependencies 
Categorize workloads based on their 
importance to the business, the 
complexity of the migration, and any 
dependencies on other systems. 
This prioritization will help determine 
the order in which workloads should be 
migrated.

	» Create a timeline for each phase of 
the migration 
Develop a detailed timeline for each 
phase of the migration, including 
milestones, deliverables, and resources 
required. Break down the migration 
into manageable phases to ensure a 
controlled and systematic approach.

	» Allocate resources and budget for 
each phase 
Identify the resources, including 
personnel, tools, and budget, needed 
for each phase of the migration. Ensure 
that adequate resources are allocated 
to support the transition and address 
any potential challenges. Pilot and test

4.	 Pilot and test

	» Conduct a pilot migration of 
selected workloads 
Select a representative sample of 
workloads to migrate as a pilot. This 
pilot will help validate the migration 
approach, identify issues, and refine 

the process before proceeding with 
the full-scale migration.

	» Test and validate the functionality, 
performance, and security of 
migrated workloads 
Thoroughly test the migrated 
workloads to ensure they function 
as expected,  meet performance 
requirements, and adhere to security 
standards. Use automated testing 
tools and scripts to streamline the 
validation process

	» Incorporate lessons learned into the 
overall migration plan 
Document any lessons learned during 
the pilot phase and incorporate them 
into the overall migration plan. Adjust 
the plan as needed based on the 
insights gained from the pilot.

5.	 Execute the migration

	» 	Migrate workloads according to 
the phased plan 
Proceed with the migration of 
workloads following the prioritized 
phases outlined in the plan. Ensure 
that each phase is executed 
methodically and with attention 
to detail.

	» Monitor progress and address any 
issues or challenges that arise 
Continuously monitor the migration 
progress and be prepared to address 
any issues or challenges that may 
arise. Have a dedicated team in place 
to troubleshoot and resolve problems 
promptly.

	» Validate successful migration and 
decommission the legacy VMware 
infrastructure 
Verify that the migrated workloads 
function correctly in the OpenShift 
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best practices to drive continuous 
improvement. Stay up to date with 
the latest features and capabilities of 
OpenShift to maximize its potential.

By following this roadmap, organizations 
can ensure a structured and systematic 
approach 
to the transition, minimizing risk and 
maximizing the chances of success. 
However, executing such a complex 
migration requires specialized expertise 
and experience. This is where Crossvale 
comes in as a key partner.

Crossvale, with their deep knowledge 
of OpenShift and containerization 
technologies, can provide the guidance and 
support needed throughout the migration 
journey. Their team of experts can assist 
in assessing the current environment, 
developing a tailored migration strategy, 
and executing the transition with precision.

Moreover, Crossvale’s PodOps for 
OpenShift, a differentiated managed 
service, ensures the long-term success 
and optimal performance of the OpenShift 
Virtualization environment. PodOps 
provides 24/7 monitoring, proactive 
management, and ongoing optimization, 
allowing organizations to focus on their 
core business while relying on Crossvale’s 
expertise to keep their OpenShift 
environment running smoothly.

Virtualization environment. Once the 
migration is complete and validated, 
decommission the legacy VMware 
infrastructure to realize cost savings 
and simplify management.

6.	 Optimize and scale

	» Fine-tune the OpenShift Virtualization 
environment for performance 
and efficiency 
After the migration, continuously 
optimize the OpenShift Virtualization 
environment to ensure optimal 
performance and resource utilization. 
Continuously leverage OpenShift’s 
built-in monitoring and logging 
capabilities to identify areas 
for improvement.

	» Scale the environment as needed 
to accommodate growth and 
new workloads 
As business needs evolve, scale the 
OpenShift Virtualization environment 
to handle increased demand and new 
workloads. OpenShift’s scalability 
and flexibility make it well-suited for 
accommodating future growth.

	» Continuously monitor and improve 
the environment based on lessons 
learned and best practices 
Regularly assess the OpenShift 
Virtualization environment and 
apply lessons learned and industry 
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Transitioning from VMware to OpenShift 
Virtualization is not just an IT initiative; 
it requires close collaboration and 
coordination across multiple departments 
within the organization. 

Effective collaborative planning helps 
ensure a smooth transition by:

1.	 Aligning business and IT objectives

	» Ensure that the transition aligns with 
the organization’s overall business 
strategy and goals 
Engage business stakeholders to 
understand their objectives and 
how the migration to OpenShift 
Virtualization can support those goals. 
Align the IT strategy with the business 
strategy to ensure that the transition 
delivers tangible value.

	» Identify how the transition can 
support key business initiatives and 
drive value  
Determine how the migration to 
OpenShift Virtualization can enable 

Collaborative Planning Across 
Departments for a Smooth Transition
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new business initiatives, such as faster 
time-to-market, improved customer 
experience, or increased operational 
efficiency. Communicate the potential 
value and benefits to gain buy-in from 
business leaders

2.	 Engaging stake holders

	» Involve representatives from all 
affected departments, including IT, 
operations, finance, and security 
Form a cross-functional team with 
representatives from each department 
to ensure that all perspectives and 
requirements are considered. Engage 
these stakeholders early in the 
planning process to foster a sense of 
ownership and collaboration.

	» Solicit input and feedback to 
ensure that all perspectives and 
requirements are considered 
Actively seek input and feedback 
from stakeholders to gather insights 
into their needs, concerns, and 
expectations. Use this feedback to 
refine the migration plan and address 
any potential challenges proactively.

3.	 Establishing clear roles  
and responsibilities

	» Define the roles and responsibilities 
of each department and individual 
involved in the transition 
Clearly outline the specific roles and 
responsibilities of each team member 
involved in the migration. Ensure that 
everyone understands their part in the 
process and the expectations for 
their contribution.

	» Ensure that everyone understands 
their part in the process and is 
accountable for their deliverables 
Communicate the roles and 
responsibilities effectively and hold 

individuals accountable for their 
assigned tasks. Establish a clear chain 
of command and escalation paths to 
address any issues or roadblocks that 
may arise.

4.	 Communicating regularly 
and transparently

	» Establish regular communication 
channels and forums for sharing 
updates, progress, and challenges 
Set up regular meetings, status 
reports, and communication channels 
to keep all stakeholders informed 
about the progress of the migration. 
Use various communication methods, 
such as email updates, presentations, 
and collaboration platforms, to ensure 
that information is easily accessible.

	» Foster a culture of transparency and 
openness to build trust and facilitate 
problem-solving 
Encourage open and honest 
communication among team 
members. Create an environment 
where individuals feel comfortable 
raising concerns, asking questions, 
and sharing ideas. Promote a culture 
of transparency to build trust and 
facilitate effective problem-solving.

5.	 Providing training and support

	» Offer training and education to 
help employees understand and 
adapt to the new OpenShift 
Virtualization environment 
Develop a comprehensive training 
program to equip employees with 
the knowledge and skills needed 
to operate effectively in the new 
environment. Provide training 
sessions, workshops, and hands-on 
labs to familiarize employees with 
OpenShift concepts and tools.
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	» Provide ongoing support and 
resources to ensure that everyone 
can perform their roles effectively in 
the new environment 
Establish a support structure to assist 
employees during and after the 
transition. Designate subject matter 
experts or a dedicated support team 
to address any questions or issues 
that arise. Provide documentation, 
guides, and reference materials to 
help employees navigate the new 
environment confidently.

By fostering collaboration and coordination 
across departments, organizations can 
minimize disruption, reduce resistance 
to change, and create a shared sense of 
ownership and investment in the success 
of the transition.

Crossvale’s expertise in facilitating cross-
functional collaboration and change 
management can be invaluable in this 
process. Their consultants can help 
bridge the gap between IT and business 
stakeholders, ensuring that the migration 
aligns with organizational goals and drives 
tangible value. Crossvale’s experience in 
managing complex migrations enables 
them to anticipate potential challenges and 
develop strategies to mitigate risks and 
ensure a smooth transition.
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With a solid transition strategy and plan 
in place, the next step is to execute 
the migration to Red Hat OpenShift 
Virtualization effectively. This chapter 
discusses best practices for migrating 
workloads, monitoring and managing 
the transition process, and addressing 
technical challenges and solutions during 
the migration.

Chapter 7 

Execution and Oversight

To ensure a successful migration of 
workloads from VMware to OpenShift 
Virtualization, consider the following 
best practices:

1.	 Prioritize workloads

	» Categorize workloads using the 
Crossvale 6-R framework based 
on criticality, complexity, 
and dependencies 
Assess each workload and assign a 
priority based on its importance to the 
business, the complexity of the 
migration process, and any 
dependencies on other systems or 
applications. This prioritization will 
help determine the order in which 
workloads should be migrated, 
ensuring that critical applications are 
addressed first and that dependencies 
are properly managed.

	» Quick migration path 
If your objective includes swiftly 
moving away from VMware due to 
time-sensitive incentives, then initially 
concentrate on transferring the VMs. 
Utilize Crossvale’s expertise on the 

Best Practices for Migrating Workloads 
to OpenShift Virtualization
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Virtualization Migration Toolkit to 
expedite this process, shifting from 
VMware to OpenShift Virtualization 
promptly. This step allows you to 
quickly wind down your VMware 
footprint, thereby avoiding renewal 
costs and setting the stage to fully 
harness the benefits of a containerized 
environment, which can significantly 
hasten your return on investment.

	» Start with low-risk, low-complexity 
workloads to build confidence 
and experience 
Begin the migration process with 
workloads that have a lower risk profile 
and are less complex to migrate. This 
approach allows the migration team to 
gain experience, build confidence, and 
refine the migration process before 
tackling more challenging workloads. 
Starting with simpler workloads 
also helps identify and address any 
issues or roadblocks early in the 
migration journey.

	» Gradually move to more complex 
and critical workloads as the team 
gains expertise 
As the migration team becomes 
more experienced and the migration 
process becomes more mature, 
progressively move on to migrating 
more complex and critical workloads. 
Apply the lessons learned and best 
practices established during the 
initial migrations to ensure a smooth 
transition for these high-priority 
applications.

2.	 Assess application readiness:

	» For each Commercial-off-the-Shelf 
(COTS) solution in use, pinpoint 
those that are already accompanied 
by a certified container version. 

Independent Software Vendors 
(ISVs) are increasingly adopting 
containerization, with many having 
already transitioned, thereby 
streamlining the deployment of their 
solutions into your new containerized 
infrastructure. This approach is often 
less resource-intensive than reworking 
existing applications from scratch for a 
container environment.

	» Evaluate each application’s suitability 
for containerization 
Analyze each application to determine 
its readiness for containerization. 
Consider factors such as application 
architecture, dependencies, 
performance requirements, and 
compatibility with container 
technologies. Identify any applications 
that may require refactoring or re-
architecting to fully leverage the 
benefits of containerization.

	» Identify any necessary 
modifications or refactoring to 
optimize applications 
for OpenShift 
Based on the assessment, determine 
the scope of modifications or 
refactoring needed to optimize 
applications for OpenShift 
Virtualization. This may involve 
updating application code, 
reconfiguring settings, or redesigning 
certain components to align with 
container best practices. Develop a 
plan to address these modifications 
during the migration process.

	» Engage application owners and 
developers to ensure a 
smooth transition 
Collaborate closely with application 
owners and developers throughout the 
migration process. Involve them in the 
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assessment, planning, and execution 
stages to ensure that their knowledge 
and expertise are leveraged. Work 
together to identify potential  
challenges, define migration strategies, 
and validate the functionality and 
performance of the applications in the 
OpenShift Virtualization environment.

3.	 Use automation

	» Leverage automation tools and 
scripts to streamline the 
migration process 
Implement automation wherever 
possible to reduce manual effort, 
minimize errors, and accelerate the 
migration process. Utilize tools and 
scripts to automate tasks such as 
application discovery, dependency 
mapping, workload migration, and 
testing. Automation helps ensure 
consistency, repeatability, and 
efficiency throughout the 
migration journey.

	» Automate tasks such as application 
discovery, assessment, and migration 
Employ automation tools to scan 
and discover applications and their 
dependencies across the VMware 
environment. Use automated 
assessment tools to analyze 
application compatibility, resource 
requirements, and potential migration 
challenges. Leverage migration 
automation tools to streamline 
the actual migration of workloads, 
minimizing downtime and ensuring 
data consistency.

	» Use Infrastructure as Code (IaC) 
practices to ensure consistency 
and repeatability 
Adopt Infrastructure as Code (IaC) 
practices to define and manage the 
OpenShift Virtualization environment. 

Use declarative configuration files 
to describe the desired state of the 
infrastructure, including network 
settings, security policies, and resource 
allocations. IaC enables version 
control, reproducibility, and 
consistent deployment across 
different environments.

4.	 Test and validate

	» Conduct thorough testing of 
migrated workloads in a non-
production environment 
Establish a dedicated testing 
environment that mimics the 
production setup to validate the 
functionality, performance, and 
compatibility of migrated workloads. 
Perform comprehensive testing, 
including unit testing, integration 
testing, and user acceptance testing 
(UAT), to ensure that the applications 
behave as expected in the OpenShift 
Virtualization environment.

	» Validate functionality, performance, 
security, and compliance 
Test the migrated workloads against 
predefined acceptance criteria 
to validate their functionality, 
performance, security, and 
compliance. Verify that the applications 
meet the required service levels, 
response times, and throughput. 
Conduct security assessments and 
penetration testing to identify and 
mitigate any vulnerabilities. Ensure 
that the migrated workloads adhere 
to relevant industry standards and 
regulatory requirements.

	» Perform user acceptance testing 
(UAT) to ensure that applications 
meet business requirements 
Involve end-users and business 
stakeholders in the testing process to 
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validate that the migrated applications 
meet their functional and non-
functional requirements. Conduct user 
acceptance testing (UAT) to gather 
feedback, identify any issues or gaps, 
and ensure that the applications 
deliver the expected business 
value in the OpenShift 
Virtualization environment.

5.	 Plan for data migration

	» Assess data dependencies and 
requirements for each workload 
Analyze the data dependencies 
and requirements associated with 
each workload. Identify the data 
sources, data formats, and data 
volumes involved. Determine the 
criticality and sensitivity of the data 
and any compliance or regulatory 
considerations. Understand 
the data flows and integrations 
between applications to ensure data 
consistency and integrity during the 
migration process.

	» Develop a data migration 
strategy, including data mapping, 
transformation, and validation 
Create a comprehensive data 
migration strategy that outlines the 
approach for moving data from the 
VMware environment to OpenShift 
Virtualization. Define the data mapping 
and transformation rules to ensure 
data compatibility and consistency. 
Establish data validation processes to 
verify the accuracy and completeness 
of migrated data. Consider using 
data migration tools and techniques, 
such as change data capture (CDC) 
or extract, transform, load (ETL) 
processes, to streamline the data 
migration effort.

	» Ensure data consistency and integrity 
throughout the migration process 
Implement measures to maintain data 
consistency and integrity throughout 
the migration process. Use data 
replication and synchronization 
techniques to keep data in sync 
between the source and target 
environments. Perform data validation 
and reconciliation to identify and 
resolve any discrepancies. Implement 
data backup and recovery mechanisms 
to protect against data loss or 
corruption during the migration.

6.	 Provide training and support

	» Offer training to IT staff and 
end-users on the new OpenShift 
Virtualization environment 
Develop and deliver comprehensive 
training programs to equip IT staff and 
end-users with the knowledge and 
skills required to effectively operate 
and utilize the OpenShift Virtualization 
environment. Provide training on 
OpenShift concepts, architecture, 
administration, and usage. Conduct 
hands-on workshops and labs to 
familiarize users with the new tools 
and processes.

	» Provide documentation, guides, and 
resources to support the transition 
Create detailed documentation, user 
guides, and knowledge base articles 
to support the transition to OpenShift 
Virtualization. Develop step-by-step 
instructions, best practices, and 
troubleshooting guides to assist users 
in navigating the new environment. 
Provide online resources, such as 
video tutorials and FAQs, to 
facilitate self-paced learning and 
problem resolution.
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	» Establish a support structure to 
address any issues or questions that 
arise during the migration 
Set up a dedicated support team or 
helpdesk to handle user inquiries, 
issues, and requests related to the 
migration. Provide multiple channels 
for support, such as email, chat, and 
phone, to ensure timely assistance. 
Establish escalation paths and service 
level agreements (SLAs) to promptly 
address and resolve any critical issues 
that may impact the migration process 
or business operations.

By following these best practices, 
organizations can minimize the risk of 
migration failures, ensure a smooth 
transition, and realize the full benefits of 
OpenShift Virtualization.

Crossvale’s deep expertise in OpenShift 
migrations can significantly contribute 
to the success of the transition. Their 
experienced consultants can provide 

guidance on best practices, assist in 
developing migration strategies, and 
offer hands-on support throughout the 
migration process. Crossvale’s proven 
methodologies and tools can help 
organizations accelerate migrations, 
minimize risks, and ensure a seamless 
transition to OpenShift Virtualization.

Furthermore, Crossvale’s PodOps for 
OpenShift Managed Platform Engineering 
Service provides ongoing support and 
optimization of the OpenShift environment 
post-migration. PodOps includes 24/7 
monitoring, proactive and reactive incident 
response, performance tuning, and 
continuous improvement, ensuring that 
the migrated workloads remain stable, 
secure, and performant. By partnering with 
Crossvale, organizations can benefit from 
their deep expertise and comprehensive 
managed services, enabling a successful 
migration and long-term success with 
OpenShift Virtualization.
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Effective monitoring and management are 
critical to the success of the transition from 
VMware to OpenShift Virtualization. To 
ensure a well-controlled and transparent 
migration process:

1.	 Establish a governance structure

	» Define roles and responsibilities for 
managing the transition 
Clearly define the roles and 
responsibilities of individuals and 
teams involved in the migration 
process. Establish a governance 
structure that outlines decision-
making authority, escalation paths, 
and communication channels. Assign 
ownership and accountability for 
specific tasks and deliverables to 
ensure effective coordination 
and execution.

	» Create a steering committee to 
oversee the migration and make 
key decisions 
Form a steering committee comprising 
key stakeholders from IT, business, 
and executive leadership. This 
committee will provide strategic 
guidance, make critical decisions, and 
ensure alignment with organizational 
goals. The steering committee should 
regularly review progress, address 
challenges, and provide necessary 
support and resources to the 
migration team.

	» Establish regular reporting and 
communication channels to keep 
stakeholders informed 
Implement a regular cadence of 
reporting and communication to keep 
all stakeholders informed about the 
progress of the migration. Develop 
dashboards and status reports that 
provide clear and concise updates 
on key metrics, milestones, and 

Monitoring and Managing 
the Transition Process
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risks. Conduct regular meetings with 
stakeholders to discuss progress, 
address concerns, and gather feedback.

2.	 Define KPIs and metrics

	» Identify key performance indicators 
(KPIs) and metrics to measure the 
success of the transition 
Define a set of KPIs and metrics that 
align with the goals and objectives 
of the migration. These may include 
metrics related to migration speed, 
application performance, infrastructure 
utilization, cost savings, and user 
satisfaction. Establish baseline 
measurements and target values for 
each KPI to track progress and measure 
success.

	» Monitor progress against these 
KPIs and metrics throughout the 
migration process 
Implement monitoring and reporting 
mechanisms to track the defined KPIs 
and metrics throughout the migration 
process. Use monitoring tools and 
analytics platforms to collect and 
analyze data from various sources, 
such as application logs, infrastructure 
metrics, and user feedback. Regularly 
review the KPIs and metrics to assess 
progress, identify trends, and make 
data-driven decisions.

	» Use data-driven insights to make 
informed decisions and adjustments 
as needed 
Leverage the insights gained from 
monitoring and analyzing the KPIs and 
metrics to make informed decisions 
and adjustments to the migration 
plan. Identify areas of improvement, 
bottlenecks, or potential risks based on 
the data. Use these insights to optimize 
resource allocation, prioritize tasks, 

and adapt the migration strategy 
as needed to ensure the desired 
outcomes are achieved.

3.	 Implement monitoring and logging

	» Set up comprehensive monitoring 
and logging for the OpenShift 
Virtualization environment 
Implement robust monitoring and 
logging solutions to gain visibility 
into the health, performance, and 
security of the OpenShift Virtualization 
environment. Utilize OpenShift’s 
built-in monitoring capabilities, such 
as Prometheus and Grafana, to 
collect and visualize metrics related 
to resource utilization, application 
performance, and infrastructure 
health. Integrate with centralized 
logging solutions, 

	» Monitor the health, performance, and 
security of migrated workloads 
Continuously monitor the migrated 
workloads to ensure they are running 
optimally and securely in the OpenShift 
Virtualization environment. Set up 
alerts and notifications to proactively 
detect and respond to any issues or 
anomalies. Monitor key metrics, such 
as CPU utilization, memory usage, 
network throughput, and response 
times, to identify performance 
bottlenecks or resource constraints. 
Implement security monitoring and 
threat detection mechanisms to 
identify and mitigate potential 
security risks.

	» Use log data to troubleshoot issues 
and optimize the environment 
Leverage the collected log data to 
troubleshoot issues and optimize the 
OpenShift Virtualization environment. 
Analyze log patterns and correlate 
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events to identify the root cause of 
problems quickly. Use log insights to 
fine-tune application configurations, 
optimize resource allocation, and 
improve overall system performance. 
Implement log retention and archival 
policies to ensure compliance with 
regulatory requirements and facilitate 
historical analysis.

4.	 Conduct regular status meetings

	» Hold regular status meetings with the 
migration team and key stakeholders 
Schedule regular status meetings 
with the migration team and key 
stakeholders to review progress, 
discuss challenges, and make 
decisions. These meetings should be 
held at a frequency that aligns with the 
pace and complexity of the migration, 
such as weekly or bi-weekly. Ensure 
that all relevant stakeholders, including 
IT, business, and executive sponsors, 
are invited and engaged in 
these meetings.

	» Review progress, discuss challenges, 
and make decisions as needed 
During the status meetings, review 
the progress of the migration against 
the defined plan and milestones. 
Discuss any challenges, risks, or issues 
encountered and collaboratively 
develop mitigation strategies. Make 
decisions on any necessary course 
corrections, resource adjustments, 
or scope changes based on the 
information presented and the input 
from stakeholders.

	» Ensure that the migration stays 
on track and aligned with the 
overall plan 
Use the status meetings as an 
opportunity to ensure that the 

migration remains on track and aligned 
with the overall plan. Review the 
project timeline, dependencies, and 
critical path to identify any deviations 
or potential delays. Adjust the plan 
and resources as needed to maintain 
alignment with the target objectives 
and timelines. Regularly communicate 
the progress and any updates to 
the wider organization to maintain 
transparency and engagement.

5.	 Manage risks and issues

	» Identify and assess potential risks 
and issues associated with 
the migration 
Proactively identify and assess 
potential risks and issues that 
may impact the success of the 
migration. Conduct risk assessment 
workshops with the migration 
team and stakeholders to uncover 
potential technical, operational, and 
organizational risks. Evaluate the 
likelihood and impact of each risk and 
prioritize them based on their severity.

	» Develop mitigation strategies 
and contingency plans to address 
these risks 
Create risk mitigation strategies and 
contingency plans to address the 
identified risks. Assign risk owners 
responsible for implementing and 
monitoring the mitigation measures. 
Develop contingency plans that outline 
the steps to be taken in case a risk 
materializes, including communication 
protocols, escalation paths, and 
recovery procedures. Regularly review 
and update the risk register 
and mitigation plans as the 
migration progresses.
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	» Monitor and manage risks and issues 
throughout the migration process 
Continuously monitor and manage 
risks and issues throughout the 
migration process. Regularly review 
the risk register and assess the 
effectiveness of mitigation strategies. 
Identify any new risks that emerge 
and update the risk management 
plan accordingly. Establish a process 
for reporting and escalating issues 
to the appropriate stakeholders for 
timely resolution. Conduct regular risk 
review meetings to discuss the status 
of risks and issues and make informed 
decisions on risk treatment and 
issue resolution.

6.	 Celebrate milestones and successes

	» Recognize and celebrate key 
milestones and successes throughout 
the migration 
Acknowledge and celebrate the 
achievement of key milestones 
and successes throughout the 
migration journey. Identify significant 
achievements, such as the successful 
migration of critical workloads, the 
completion of major phases, or 
the realization of tangible benefits. 
Celebrate these milestones with the 
migration team and stakeholders 
to boost morale, foster a sense 
of accomplishment, and maintain 
momentum.

	» Communicate these achievements to 
stakeholders to build momentum 
and support 
Communicate the milestones and 
successes to the wider organization 
and stakeholders. Share success 
stories, lessons learned, and the 
impact of the migration on business 
outcomes. Use various communication 

channels, such as newsletters, 
presentations, or town hall meetings, 
to showcase the progress and benefits 
realized. Highlighting the achievements 
helps build confidence in the 
migration process and maintains 
stakeholder support.

	» Use successes to learn and improve 
the migration process continuously 
Leverage the successes and lessons 
learned to continuously improve 
the migration process. Conduct 
retrospectives after each major 
milestone to reflect on what worked 
well, identify areas for improvement, 
and capture best practices. Use 
these insights to refine the migration 
approach, optimize processes, and 
enhance the overall effectiveness of 
the migration. Share the learnings with 
the wider organization to promote 
knowledge sharing and enable 
continuous improvement across future 
migration initiatives.

By implementing effective monitoring 
and management practices, organizations 
can ensure a well-controlled, transparent, 
and successful transition to OpenShift 
Virtualization.

Crossvale’s expertise in migration 
governance and project management 
can greatly benefit organizations during 
the transition process. Their experienced 
consultants can assist in establishing a 
robust governance structure, defining 
KPIs and metrics, and implementing 
comprehensive monitoring and 
logging solutions. Crossvale’s proven 
methodologies and best practices can help 
organizations effectively manage risks, 
ensure alignment with business objectives, 
and drive successful outcomes.
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Moreover, Crossvale’s PodOps for 
OpenShift Managed Platform Engineering 
Service provides ongoing monitoring, 
management, and optimization of the 
OpenShift Virtualization environment. 
PodOps includes 24/7 monitoring, 
proactive issue detection and resolution, 
performance optimization, and continuous 
improvement. By leveraging Crossvale’s 
PodOps service, organizations can ensure 
that their OpenShift environment remains 
well-managed, stable, and optimized for 
long-term success.

During the migration from VMware to 
OpenShift Virtualization, organizations 
may encounter various technical 
challenges. Proactively addressing these 
challenges is essential for a smooth and 
successful transition.

Common technical challenges and 
potential solutions include:

1.	 Application compatibility

	» Challenge 
Some applications may not be readily 
compatible with a containerized 
environment. Legacy applications 
or those with tight dependencies on 

Addressing Technical Challenges and 
Solutions During Migration
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3.	 Data migration

	» Challenge 
Migrating data can be complex and 
time-consuming, especially for large 
or sensitive datasets. Ensuring data 
consistency, integrity, and security 
during the migration process is crucial 
to avoid data loss or corruption.

	» Solution 
Use a comprehensive data migration 
strategy that addresses data 
mapping, transformation, and 
validation requirements. Use data 
migration tools and techniques, 
such as change data capture (CDC) 
or extract, transform, load (ETL) 
processes, to efficiently move data 
from the VMware environment to 
OpenShift Virtualization. Implement 
data validation and reconciliation 
processes to ensure data accuracy and 
consistency. Encrypt sensitive data 
both at rest and in transit to maintain 
security and compliance.

4.	 Performance optimization

	» Challenge 
Migrated workloads may not perform 
optimally in the new OpenShift 
Virtualization environment. Differences 
in infrastructure, resource allocation, 
or application architecture can impact 
performance and responsiveness.

	» Solution 
Continuously monitor and optimize the 
performance of migrated workloads. 
Use OpenShift’s PodOps monitoring 
and logging capabilities to identify 
performance bottlenecks and resource 
constraints. Leverage PodOps ability 
to horizontally and vertically scale to 
dynamically adjust resource allocation 
based on workload demands. 

specific OS versions or configurations 
may require significant modifications 
to run effectively in containers.

	» Solution 
Assess application compatibility 
early in the migration process and 
plan for any necessary modifications 
or refactoring. Engage application 
owners and developers to identify 
compatibility issues and develop 
strategies to address them. Consider 
using compatibility layers or 
middleware to bridge the gap between 
legacy applications and container 
environments. In some cases, it may be 
necessary to re-architect or modernize 
the application to fully leverage the 
benefits of containerization.

2.	 Network connectivity

	» Challenge 
Migrating workloads to a new network 
environment can cause connectivity 
issues. Applications that rely on 
specific network configurations, such 
as hard-coded IP addresses or network 
topologies, may experience disruptions 
when moved to a containerized 
environment.

	» Solution 
Carefully plan and test network 
connectivity for migrated workloads. 
Use OpenShift’s software-defined 
networking (SDN) capabilities to create 
overlay networks and ensure seamless 
connectivity between containers. 
Leverage OpenShift’s network policies 
and service discovery mechanisms 
to control network traffic and enable 
communication between services. 
Conduct thorough network testing and 
validation to identify and resolve any 
connectivity issues before production 
deployment.
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Collaborate with application teams to 
fine-tune application configurations, 
optimize query performance, and 
implement caching mechanisms to 
improve overall performance.

5.	 Security and compliance

	» Challenge 
Ensuring the security and compliance 
of migrated workloads in a new 
environment can be challenging. 
Containerization introduces new 
security considerations, such as 
container image vulnerabilities, 
runtime security, and 
network segmentation.

	» Solution 
Work with experts that understand 
these issues like Crossvale and your 
security and compliance teams to 
assess and address security and 
compliance requirements. Implement 
container image scanning and 
vulnerability management processes 
to identify and remediate potential 
risks. Leverage OpenShift’s built-in 
security features, such as role-based 
access control (RBAC), security context 
constraints (SCC), and network policies, 
to enforce granular access controls 
and segregate workloads. Integrate 
with existing security tools and 
processes, such as security information 
and event management (SIEM) 
systems, to maintain a unified security 
posture across the environment.

6.	 Skills and expertise

	» Challenge 
IT staff may lack the necessary skills 
and expertise to effectively manage 
the new OpenShift Virtualization 
environment. Containerization and 
Kubernetes introduce new concepts, 

technologies, and operational practices 
that require specialized knowledge 
and experience. 

	» Solution 
Utilize Crossvale’s PodOps team to 
solve this problem in the short or 
long run while you are providing 
comprehensive training and 
education to build the necessary 
skills and expertise within the IT 
team. Crossvale has predesigned 
training programs, workshops, and 
hands-on labs to familiarize staff with 
OpenShift concepts, architecture, 
and administration we may provide 
as part of the PodOps Solution. 
Encourage certification and continuous 
learning to keep skills up to date. 
Consider partnering with experienced 
OpenShift experts, such as Crossvale, 
to provide guidance, best practices, 
and knowledge transfer during the 
migration process.

By proactively identifying and addressing 
these technical challenges, organizations 
can minimize disruption, reduce risk, and 
ensure a successful migration to 
OpenShift Virtualization.

Crossvale’s deep technical expertise and 
experience in OpenShift migrations can 
significantly contribute to overcoming 
these challenges. Their team of certified 
OpenShift professionals can guide 
customers by performing application 
compatibility assessment, network design, 
data migration strategies, performance 
optimization, and security best practices. 
Crossvale’s proven methodologies and 
tools can help organizations efficiently 
resolve technical issues and ensure 
a smooth transition to 
OpenShift Virtualization.
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Furthermore, Crossvale’s PodOps for 
OpenShift Managed Platform Engineering 
Service provides ongoing technical support 
and expertise to ensure the long-term 
success of the OpenShift environment. 
PodOps includes 24/7 monitoring, 
incident response, performance tuning, 
security management, and continuous 
improvement. By leveraging Crossvale’s 
PodOps service, organizations can benefit 
from their deep technical knowledge 
and proactive approach to managing 
and optimizing OpenShift 
Virtualization environments.

Executing a successful migration 
from VMware to Red Hat OpenShift 
Virtualization requires careful planning, 
effective monitoring and management, and 
the ability to address technical challenges 
proactively. By following best practices for 
migrating workloads, establishing a robust 
governance structure, and leveraging 
the expertise of partners like Crossvale, 
organizations can navigate the transition 
process with confidence and achieve their 
desired outcomes.

Crossvale’s comprehensive approach to 
OpenShift migrations, combined with 
their PodOps managed service, provides 
organizations with the technical expertise, 
proven methodologies, and ongoing 
support needed to ensure a smooth and 
successful transition. By partnering with 
Crossvale, organizations can accelerate 
their migration journey, mitigate risks, 
and unlock the full potential of OpenShift 
Virtualization for their business.



Section 4
Looking Ahead
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As organizations look beyond the initial 
migration from VMware to Red Hat 
OpenShift Virtualization, it’s crucial to 
consider how this transition can future-
proof their IT infrastructure and enable 
long-term success. This chapter explores 
how OpenShift Virtualization can be 
leveraged for continuous innovation, 
market competitiveness, and preparedness 
for future technological shifts.

Chapter 8 

Futureproofing with 
OpenShift Virtualization

OpenShift Virtualization provides a 
foundation for long-term innovation and 
market competitiveness by:

1.	 Enabling agile application 
development

	» OpenShift’s containerized environment 
allows for faster application 
development and deployment cycles.

	» Developers can quickly spin up and 
tear down development and testing 
environments, accelerating innovation.

2.	 Supporting modern 
application architectures

	» OpenShift Virtualization enables the 
adoption of microservices, serverless 
computing, and other modern 
application architectures.

	» Organizations can create more 
modular, scalable, and resilient 
applications that can adapt to changing 
business needs.

Leveraging OpenShift for 
Long-term Innovation and 

Market Competitiveness
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3.	 Facilitating DevOps practices

	» OpenShift’s built-in CI/CD pipelines 
and integration with DevOps tools 
streamline the software 
delivery process.

	» Organizations can foster collaboration 
between development and operations 
teams, enabling continuous integration 
and continuous deployment (CI/CD).

4.	 Enabling hybrid and multi-cloud 
deployments

	» OpenShift Virtualization supports 
hybrid and multi-cloud architectures, 
allowing organizations to run 
workloads across on-premises and 
cloud environments.

	» This flexibility enables organizations 
to optimize costs, performance, and 
resilience while avoiding vendor 
lock-in.

5.	 Providing a platform for innovation

	» OpenShift Virtualization serves as a 
foundation for exploring and adopting 
emerging technologies, such as 
artificial intelligence (AI), machine 
learning (ML), and edge computing.

	» Organizations can leverage OpenShift’s 
ecosystem of tools and partners to 
drive innovation and differentiate 
themselves in the market.

By leveraging OpenShift Virtualization’s 
capabilities for agility, flexibility, and 
innovation, organizations can position 
themselves for long-term success and 
maintain a competitive edge in 
their industries.
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The technology landscape is constantly 
evolving, and organizations must be 
prepared to adapt to new trends and 
shifts. OpenShift Virtualization provides 
a foundation for embracing future 
technologies and trends, such as:

1.	 Containers and Kubernetes:

	» Containers and Kubernetes have 
become the de facto standard for 
application deployment 
and orchestration.

	» OpenShift Virtualization’s Kubernetes-
based architecture ensures that 
organizations are well-positioned to 
capitalize on the growing ecosystem of 
Kubernetes tools and technologies.

2.	 Serverless computing:

	» Serverless computing is gaining 
traction to build and run 
applications without managing 
the underlying infrastructure.

	» OpenShift’s serverless capabilities, 
such as OpenShift Serverless and 
Knative, enable organizations to adopt 
serverless architectures and benefit 
from increased efficiency 
and scalability.

3.	 Edge computing:

	» Edge computing is becoming 
increasingly important as organizations 
look to process data closer to the 
source for improved performance and 
reduced latency.

	» OpenShift’s edge computing 
capabilities, such as the Red Hat 
OpenShift Container Platform on the 
edge, allow organizations to deploy 
and manage applications at the 
edge seamlessly.

Preparing for Future 
Technological Shifts and Trends
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4.	 AI and ML:

	» AI and ML are transforming how 
organizations process and analyze 
data to drive insights and 
automate processes.

	» OpenShift’s integration with AI and 
ML tools and frameworks, such as 
Kubeflow and Red Hat OpenShift Data 
Science, enables organizations to build 
and deploy AI and ML applications 
at scale.

5.	 GitOps:

	» GitOps is an emerging practice that 
uses Git as the single source of truth 
for declarative infrastructure and 
application management.

	» OpenShift’s GitOps capabilities, such as 
Red Hat OpenShift Git

	» Ops and ArgoCD, enable organizations 
to adopt GitOps practices and 
benefit from increased automation, 
transparency, and reliability.

By staying ahead of these technological 
shifts and trends, organizations can future-
proof their IT infrastructure and ensure 
that they are well-positioned to capitalize 
on new opportunities and innovations in 
the years to come.

“Partnering with OpenShift and 
OpenStack migration experts 
at Crossvale enabled our 
organization to navigate the 
complexities of transitioning 
from VMware, overcome skill 
gaps, and achieve a cost-effective 
seamless migration.”

- Business Services 
Enterprise - CTO
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To fully leverage the potential of OpenShift 
Virtualization and stay at the forefront of 
technological advancements, organizations 
should foster strategic partnerships 
and engage with the broader OpenShift 
community. This involves:

1.	 Partnering with OpenShift experts:

	» Collaborating with experienced 
OpenShift partners, such as Crossvale, 
can provide valuable guidance, best 
practices, and support for ongoing 
success with OpenShift Virtualization.

	» These partnerships can help 
organizations optimize their OpenShift 
environment, adopt new features 
and capabilities, and address any 
challenges that arise.

2.	 Engaging with the 
OpenShift community:

	» The OpenShift community is a vibrant 
ecosystem of developers, users, and 
partners who share knowledge, best 
practices, and innovations.

	» Participating in community events, 
forums, and user groups can help 
organizations stay up-to-date with 
the latest trends, learn from the 
experiences of others, and contribute 
to the ongoing development of 
OpenShift.

3.	 Leveraging Red Hat’s expertise:

	» Red Hat, as the leading provider of 
open-source solutions, offers a wealth 
of expertise and resources to support 
organizations on their OpenShift 
journey.

	» Leveraging Red Hat’s training, 
certification, and consulting services 
can help organizations build the skills 

Strategic Partnerships and 
Community Engagement 

for Continuous Improvement
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and knowledge needed to succeed 
with OpenShift Virtualization.

4.	 Exploring the Kubernetes 
ecosystem:

	» The Kubernetes ecosystem is a thriving 
community of open-source projects, 
tools, and technologies that extend 
and enhance the capabilities 
of Kubernetes.

	» Exploring this ecosystem can help 
organizations discover new solutions 
and approaches for optimizing their 
OpenShift environment and driving 
innovation.

By fostering strategic partnerships and 
engaging with the OpenShift community, 
organizations can ensure that they are 
continuously improving their OpenShift 
Virtualization environment and staying 
at the forefront of technological 
advancements.
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Transitioning from VMware to Red 
Hat OpenShift Virtualization is not just 
a technological shift; it also requires 
a cultural transformation within the 
organization. Building a culture of 
continuous learning and innovation is 
essential for realizing the full potential 
of OpenShift Virtualization and driving 
long-term success. This chapter explores 
strategies for fostering a culture that 
embraces change, supports ongoing skill 
development, and celebrates the successes 
of the transition.

Chapter 9 

Building a Culture of Continuous 
Learning and Innovation

To create a culture that embraces change 
and technological advancement:

1.	 Lead by example

	» Executive leadership should 
demonstrate a commitment to 
continuous learning and innovation.

	» Encourage leaders to actively 
participate in training, share their 
experiences, and champion the 
benefits of OpenShift Virtualization.

2.	 Communicate the vision

	» Clearly articulate the organization’s 
vision for embracing OpenShift 
Virtualization and the benefits it brings.

	» Help employees understand how the 
transition aligns with the organization’s 
overall strategy and goals.

Encouraging a Culture that 
Embraces Change and 

Technological Advancement
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3.	 Foster experimentation and risk-
taking

	» Create a safe environment that 
encourages experimentation, 
innovation, and calculated risk-taking.

	» Celebrate successes and learn from 
failures, treating them as opportunities 
for growth and improvement.

4.	 Encourage cross-functional 
collaboration

	» Break down silos and promote 
collaboration between teams, such as 
development, operations, and security.

	» Facilitate knowledge sharing and 
encourage employees to learn 
from each other’s experiences and 
expertise.

5.	 Recognize and reward 
continuous learning

	» Acknowledge and celebrate 
employees who actively pursue 
learning opportunities and share their 
knowledge with others.

	» Incorporate continuous learning and 
skill development into performance 
evaluations and career 
advancement opportunities.

By fostering a culture that embraces 
change and values continuous learning, 
organizations can create an environment 
that is more adaptable, innovative, 
and resilient in the face of 
technological advancements.
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Investing in training and skill development 
is crucial for ensuring that teams are well-
equipped to work effectively with OpenShift 
Virtualization. If you utilize PodOps for 
OpenShift Crossvale provides workshops 
and mentoring as part of the solution, 
additionally, consider the  
following strategies:

1.	 Assess skill gaps

	» Conduct a skills assessment to identify 
areas where employees need  
additional training or development.

	» Prioritize training based on the roles 
and responsibilities of each 
team member.

2.	 Provide comprehensive training

	» Offer a mix of formal training, such as 
instructor-led courses and self-paced 
e-learning, to cater to different 
learning styles.

	» Cover a range of topics, including 
OpenShift architecture, containerization, 
Kubernetes, and DevOps practices.

3.	 Encourage hands-on learning

	» Provide opportunities for employees to 
work on real-world projects and gain 
practical experience with 
OpenShift Virtualization.

	» Create sandbox environments where 
employees can experiment and test 
new ideas without impacting 
production systems.

4.	 Foster a culture of knowledge sharing

	» Encourage employees to share their 
knowledge and experiences through 
internal workshops, presentations, 
and documentation.

Training and Development 
Strategies for Teams Working with 

OpenShift Virtualization
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	» Establish communities of practice or 
user groups where employees can 
collaborate and learn from each other.

5.	 Leverage external resources

	» Take advantage of the wealth of 
training and certification programs 
offered by Red Hat, such as Red Hat 
OpenShift Administration and Red Hat 
Certified Specialist in Containers 
and Kubernetes.

	» Encourage employees to attend 
industry conferences, webinars, and 
workshops to stay up-to-date with the 
latest trends and best practices.

6.	 Provide ongoing support

	» Offer ongoing support and mentoring 
to help employees apply their new 
skills and knowledge in their 
daily work.

	» Encourage managers to have regular 
check-ins with their teams to discuss 
learning goals and provide guidance 
and feedback.

By investing in comprehensive training and 
development programs, organizations can 
build the skills and expertise needed to 
succeed with OpenShift Virtualization and 
foster a culture of continuous learning 
and innovation.



88

Celebrating milestones and successes 
throughout the transition to OpenShift 
Virtualization is essential for maintaining 
momentum, boosting morale, and 
fostering a positive experience for 
everyone involved. Consider the 
following strategies:

1.	 Set clear milestones

	» Define clear milestones and objectives 
for each phase of the transition, 
such as completing the migration of 
a certain number of workloads or 
achieving specific performance targets.

	» Communicate these milestones to 
all stakeholders and provide regular 
updates on progress.

2.	 Recognize individual and 
team achievements

	» Acknowledge and celebrate the 
contributions of individuals and teams 
who have gone above and beyond in 
supporting the transition.

	» Highlight success stories and share 
them widely across the organization 
to inspire others and showcase the 
benefits of OpenShift Virtualization.

3.	 Celebrate key achievements

	» Mark significant achievements, such 
as the successful migration of a critical 
application or the completion of a 
major phase of the transition, with 
celebratory events or activities.

	» Use these occasions to bring teams 
together, build camaraderie, and 
reinforce the importance of the 
transition.

Celebrating Milestones and 
Successes to Foster a Positive 

Transition Experience
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4.	 Communicate successes to 
stakeholders

	» Share the successes and milestones of 
the transition with key stakeholders, 
such as executives, customers, 
and partners.

	» Demonstrate the value and impact of 
the transition and how it aligns with 
the organization’s overall goals 
and objectives.

5.	 Learn from challenges and setbacks

	» While celebrating successes is 
important, it’s equally crucial 
to acknowledge and learn from 
challenges and setbacks encountered 
during the transition.

	» Encourage open and honest 
discussions about what went well, 
what could be improved, and how to 
apply these lessons learned to future 
phases of the transition.

By celebrating milestones and successes, 
organizations can create a positive and 
engaging transition experience that helps 
to build support, maintain enthusiasm, 
and drive the long-term success of the 
OpenShift Virtualization initiative.



Section 5
Resources and Support
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As organizations embark on their journey 
to Red Hat OpenShift Virtualization, 
having access to additional resources 
and learning opportunities is essential 
for deepening their understanding and 
expertise. This chapter explores a range of 
resources, including books, online courses, 
tutorials, community forums, podcasts, 
and webinars, that can support ongoing 
learning and engagement.

Chapter 10 

Additional Resources and Learning

1.	 Books

	» “Kubernetes: Up and Running” by Kelsey 
Hightower, Brendan Burns, and Joe Beda

	» “OpenShift for Developers” by Grant 
Shipley and Graham Dumpleton

	» “Kubernetes Patterns” by Bilgin Ibryam 
and Roland Huß

	» “Kubernetes Best Practice” by Brendan 
Burns, Eddie Villalba, Dave Strebel, 
and Lachlan Evenson

2.	 Online Courses

	» Red Hat OpenShift Administration

	» Red Hat OpenShift Development

	» Kubernetes Fundamentals

	» Docker and Kubernetes: The Complete 
Guide

	» Kubernetes for the Absolute Beginners 
- Hands-on

Books, Online Courses, and 
Tutorials for Deeper Learning
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1.	 Community Forums

	» Red Hat OpenShift Community Forums

	» Kubernetes Community Forums

	» Stack Overflow OpenShift and 
Kubernetes Tags

	» Reddit r/openshift and r/kubernetes

2.	 Podcasts

	» “PodCTL” by Red Hat OpenShift

	» “Kubernetes Podcast from Google”

	» “The Cloudcast” by Packet Pushers

	» “The New Stack Makers” by The New 
Stack

3.	 Webinars

	» Red Hat OpenShift Webinars

	» Crossvale Webinars

	» CNCF (Cloud Native Computing 
Foundation) Webinars

	» Kubernetes Community Meetings

	» KubeCon and CloudNativeCon 
Recorded Sessions

	» Red Hat Summit Recorded Sessions

Community Forums, Podcasts, and 
Webinars for Ongoing Engagement

3.	 Tutorials

	» Red Hat OpenShift Interactive 
Learning Portal

	» Kubernetes Tutorials by the 
Kubernetes Documentation

	» OpenShift Virtualization Hands-on Lab

These resources provide in-depth 
knowledge and hands-on experience with 
OpenShift, Kubernetes, and containerization 
technologies, helping individuals and 
teams build the skills and expertise needed 
to succeed with OpenShift Virtualization.
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Engaging with community forums, 
podcasts, and webinars provides ongoing 
opportunities for learning, networking, and 
staying up-to-date with the latest trends 
and best practices in the OpenShift and 
Kubernetes ecosystem. These resources 
offer valuable insights from industry 
experts, real-world case studies, and 
opportunities to connect with peers and 
share experiences.

By leveraging these additional 
resources and learning opportunities, 
organizations can continue to deepen their 
understanding of OpenShift Virtualization, 
build the skills and expertise of their 
teams, and stay at the forefront of 
cloud-native technologies and practices.
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As organizations transition from VMware 
to Red Hat OpenShift Virtualization, 
having access to reliable support and 
expertise is crucial for ensuring a smooth 
and successful migration. This chapter 
provides information on how to reach 
out for further assistance, support, or 
inquiries, and the benefits of leveraging 
expert partnerships for migration and 
management support.

Chapter 11 

Contact and Support

1.	 Red Hat Support

	» Red Hat Customer Portal 
Access to knowledge base articles, 
documentation, and support cases

	» Red Hat Support Contacts 
Telephone and email support for 
Red Hat customers

2.	 Crossvale Support

	» Crossvale PodOps Managed Services 
Comprehensive managed services for 
OpenShift, including 24/7 monitoring, 
incident response, and 
ongoing optimization

	» Crossvale Consulting Services 
Expert consulting and professional 
services for migrating to 
OpenShift Virtualization

	» Crossvale Support Contacts 
Dedicated support channels for 
Crossvale customers

How to Reach Out for Further 
Assistance, Support, or Inquiries
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3.	 Community Support

	» Red Hat OpenShift Community Forums 
Engage with the OpenShift community 
to ask questions, share experiences, 
and learn from others

	» Kubernetes Community Slack 
Connect with the broader Kubernetes 
community for support and advice

	» GitHub Issues 
Report bugs, suggest enhancements, 
and contribute to the OpenShift and 
Kubernetes projects

By leveraging these support channels 
and resources, organizations can access 
the expertise and assistance needed 
to troubleshoot issues, optimize their 
OpenShift Virtualization environment, and 
ensure ongoing success.

Partnering with experienced OpenShift 
experts, such as Crossvale, can provide 
significant benefits for organizations 
migrating from VMware to 
OpenShift Virtualization:

1.	 Expertise and Experience

	» Access to a team of certified OpenShift 
experts with deep knowledge and 
experience in migrating and managing 
OpenShift environments.

	» Benefit from best practices, lessons 
learned, and proven methodologies for 
successful migrations.

2.	 Comprehensive Migration Support

	» End-to-end support for the entire 
migration process, from initial 
assessment and planning to execution 
and post-migration optimization.

Leveraging Expert Partnerships for 
Migration and Management Support
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	» Assistance with application discovery, 
containerization, and performance 
testing to ensure a smooth transition.

3.	 Managed Services

	» Offload the day-to-day management 
and operational tasks of running an 
OpenShift environment to a 
trusted partner.

	» Benefit from 24/7 monitoring, incident 
response, and proactive optimization 
to ensure the reliability, performance, 
and security of the 
OpenShift environment.

4.	 Ongoing Optimization and Support

	» Continuous support for optimizing 
the OpenShift environment, adopting 
new features and capabilities, and 
addressing any challenges that arise.

	» Access to a dedicated support team 
for troubleshooting, guidance, and 
knowledge sharing.

5.	 Strategic Guidance

	» Benefit from the strategic insights and 
guidance of experienced OpenShift 
experts to align the OpenShift 
Virtualization initiative with broader 
business goals and objectives.

	» Receive recommendations for 
leveraging OpenShift’s capabilities for 
innovation, competitive advantage, 
and long-term success.

By leveraging expert partnerships, 
organizations can accelerate their 
migration to OpenShift Virtualization, 
minimize risk and disruption, and ensure 
a successful and sustainable transition. 
These partnerships provide the expertise, 
support, and resources needed to realize 
the full potential of OpenShift Virtualization 
and drive long-term success.



Section 6
Concluding Thoughts
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As organizations navigate the transition 
from VMware to Red Hat OpenShift 
Virtualization, it is essential to approach 
this strategic shift with confidence and 
clarity. This chapter offers final thoughts 
on embracing the change, the role of 
leadership in guiding the organization 
through the transition, and the 
long-term benefits of adopting 
OpenShift Virtualization.

Chapter 12 

The Path Forward

The decision to migrate from VMware 
to OpenShift Virtualization represents a 
significant strategic shift for organizations. 
Embracing this change with confidence and 
clarity requires:

1.	 A clear understanding of the benefits

	» Recognize the advantages of OpenShift 
Virtualization, such as increased agility, 
flexibility, and cost-efficiency.

	» Communicate the value proposition 
of the transition to all stakeholders, 
highlighting how it aligns with the 
organization’s goals and objectives.

2.	 A well-defined roadmap

	» Develop a comprehensive plan for the 
migration, outlining key milestones, 
timelines, and responsibilities.

	» Ensure that the roadmap is realistic, 
achievable, and aligned with the 
organization’s resources 
and capabilities.

Embracing the Strategic Shift 
with Confidence and Clarity
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Leadership is crucial in guiding the 
organization through the transition 
to OpenShift Virtualization. Effective 
leadership during this change involves:

1.	 Setting a clear vision

	» Articulate a compelling vision for the 
future with OpenShift Virtualization, 
emphasizing the benefits and 
opportunities it presents.

	» Ensure that the vision is aligned with 
the organization’s strategic goals 
and values.

2.	 Communicating effectively

	» Communicate the vision, goals, and 
progress of the transition project to 
all stakeholders, including employees, 
customers, and partners.

3.	 A commitment to collaboration

	» Foster a culture of collaboration and 
open communication throughout the 
transition process.

	» Encourage cross-functional teamwork 
and knowledge sharing to overcome 
challenges and drive success.

A focus on continuous improvement

	» Embrace a mindset of continuous 
learning and improvement during and 
after the migration.

	» Regularly assess progress, gather 
feedback, and make data-driven 
decisions to optimize the OpenShift 
Virtualization environment.

By approaching the strategic shift with 
confidence and clarity, organizations can 
navigate the complexities of the transition 
and position themselves for long-term 
success with OpenShift Virtualization.

The Role of Leadership in Steering 
the Organization Through Change
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	» Be transparent about the challenges 
and setbacks encountered, and 
celebrate the successes achieved 
during the journey.

3.	 Leading by example

	» Demonstrate a personal commitment 
to the transition by actively 
participating in training, workshops, 
and other learning opportunities.

	» Model the behaviors and 
attitudes that support a culture 
of innovation, collaboration, and 
continuous improvement.

4.	 Empowering teams

	» Provide teams with the resources, 
support, and autonomy they need to 
succeed in the transition.

	» Encourage experimentation, 
risk-taking, and learning from 
failures as opportunities for growth 
and improvement.

5.	 Driving accountability

	» Hold teams and individuals 
accountable for their roles and 
responsibilities in the transition.

	» Establish clear metrics and KPIs to 
measure progress and success, and 
regularly review and adjust as needed.

	» By providing strong, visionary, and 
supportive leadership, organizations 
can successfully navigate the transition 
to OpenShift Virtualization and emerge 
stronger, more agile, and better 
positioned for the future.
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The journey from VMware to Red Hat 
OpenShift Virtualization represents 
a transformative opportunity for 
organizations to modernize their IT 
infrastructure, accelerate innovation, and 
gain a competitive edge in the digital era. 
As organizations embark on this transition, 
it is important to remember:

1.	 The transition is a journey, not 
a destination:

	» Adopting OpenShift Virtualization is 
not a one-time event but an ongoing 
process of learning, adapting, and 
improving

	» Embrace the journey and the 
opportunities it presents for growth, 
innovation, and transformation

2.	 Success requires collaboration 
and partnership:

	» No organization can succeed alone 
in this transition; it requires close 
collaboration and partnership between 
IT teams, business stakeholders, and 
external experts

	» Leverage the expertise and support of 
partners like Red Hat and Crossvale to 
accelerate success and minimize risk

3.	 The benefits are worth the effort:

	» While the transition to OpenShift 
Virtualization may present challenges 
and require significant effort, the 
benefits - such as increased agility, 
flexibility, and cost-efficiency - are well 
worth it

	» Keep the long-term vision and benefits 
in mind as you navigate the challenges 
and complexities of the transition

Final Thoughts on the Transition 
from VMware to Red Hat 
OpenShift Virtualization



102

4.	 The future is cloud-native:

	» The move to OpenShift Virtualization is 
a critical step in the journey to cloud-
native technologies and practices

	» Embrace the opportunity to 
future-proof your organization and 
position yourself for success in the 
cloud-native era

As you embark on this transformative 
journey, remember that you are not alone. 
The OpenShift community, along with 
partners like Red Hat and Crossvale, are 
here to support you every step of the way. 
With the right mindset, approach, and 
partnerships, you can successfully navigate 
the transition from VMware to Red Hat 
OpenShift Virtualization and unlock a new 
era of innovation, agility, and competitive 
advantage for your organization.

The insights shared in this eBook are 
drawn from our real-world experience and 
constitute a part of the comprehensive 
suite of services we offer to our clientele. 
For those seeking an all-encompassing 
solution paired with a partner that will 
guide you through each step, provide 
accelerators, and support your team until 
they’re self-sufficient in managing the 
platform and workloads independently, 
your search ends here. The migration 
process is time-intensive, encompassing 
stages of planning, architecture, 
construction, and transfer. Initiating this 
journey promptly is crucial, as it allows 
for more informed decision-making and a 
balanced approach to risk reduction and 
ensures the most ROI.

The Role of Crossvale and PodOps 
for OpenShift by Crossvale

Contact Crossvale™ for Expertise 
on OpenShift

If you find yourself in need of 
expert guidance and support to  
navigate the complexities of  
OpenShift, don’t hesitate to reach 
out to Crossvale, your trusted 
partner in containerization, 
automation and app 
modernization solutions. We are  
committed to simplifying the 
process, and solving your 
challenges. Your success is our 
priority, and we’re here to assist 
you every step of the way. Contact 
us today, and let’s embark on this 
transformative journey together.
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Testimonials

Testimonial 1

Testimonial 2

Role Title: Chief Technology Officer (CTO)
Industry: Financial Services 
 
“Crossvale’s expertise in OpenShift proved 
invaluable for our financial institution.  
We had a complex compliance and security 
landscape, and our previous vendor 
struggled to adapt. Crossvale™ not 
only ensured a seamless transition to 
OpenShift but also brought accelerators 
that saved us valuable time and resources. 
Their tailored solutions boosted our 
confidence in running mission-critical 
applications in a secure, compliant, and 
cloud-native environment, resulting in a 
remarkable ROI.”

Role Title: Director of IT Operations 
Industry: Healthcare 
 
“Moving our healthcare applications to 
OpenShift was a daunting task, especially 
with stringent compliance requirements. 
Crossvale™ stepped in and provided the 
expertise we needed. Their operational 
patterns that PodOps Pro™ maintains for 
us and deep knowledge of OpenShift made 
the transition smooth and efficient. We no 
longer had to reinvent the wheel, and their 
guidance instilled confidence in our team. 
Thanks to Crossvale™, we’re now running 
in the cloud, fully compliant, and achieving 
ROI faster than we ever imagined.”
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Testimonial 4

Testimonial 5

Testimonial 3

Role Title: Director of IT Infrastructure 
Industry: Retail 
 
“Crossvale’s expertise in OpenShift was a 
game-changer for our retail business. 
Our previous vendor struggled to adapt 
our COTS solution to the platform. 
Crossvale’s team brought in the right 
skills and accelerators, and their deep 
understanding of OpenShift proved 
invaluable. We now enjoy the benefits of 
still running our service in our data center 
with confidence and not being forced into 
a more expensive SaaS option.”

Role Title: Chief Security Officer (CSO) 
Industry: Energy 
 
“Crossvale’s OpenShift proficiency 
transformed our energy company’s 
security landscape. We needed to make 
sure the security we needed for our critical 
infrastructure, met our requirements 
without comprises. Crossvale’s team 
not only solved our security issues, with 
experience from how similar issues are 

Role Title: Chief Information Officer (CIO) 
Industry: Manufacturing 
 
“Crossvale’s OpenShift prowess saved 
our manufacturing operations. We did 
not have a clear solution with our current 
vendors when a critical 3rd party solution 
moved to containerized delivery of their 
product. Crossvale’s skilled team not 
only solved our immediate issues but 
also brought innovative accelerators that 
optimized our processes. Their approach 
not only saved us money but also provided 
the confidence to continue our hybrid 
infrastructure journey, meeting complex 
compliance and security requirements  
with ease.”
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Testimonial 6

Testimonial 7

Role Title: Director of Cloud Operations 
Industry: State Agency 
 
“Crossvale’s expertise in OpenShift was a 
game-changer for our agency. Our current 
vendor we use for a key commercial 
off the shelf software product that is 
important to our operations new the COTS 
product exceptionally well but lacked 
the knowledge to adapt to the platform 
effectively to OpenShift. Crossvale’s 
team brought in the right skill set and 
operational patterns, making the transition 
seamless. Their solutions accelerated our 
journey and provided the ROI we were 
looking for, all while ensuring our long 
term operations of the platform are not 
something we have to worry about.”

Role Title: Chief Operations Officer (COO) 
Industry:  Telecommunications 
 
“Crossvale’s PodOps Pro™ for COTS 
revolutionized our telecommunications 
operations. Our previous vendor 
couldn’t provide the agility we needed 
on the platform. Crossvale’s expertise, 
accelerators, and operational patterns 
made all the difference. We’re now 
confidently running COTS and our own 
applications on OpenShift, enjoying rapid 
ROI. Crossvale™ was the answer we’d been 
searching for.”

solved in other environments that work. 
They also helped us gain fast adoption  
of OpenShift. Their accelerators and 
operational patterns ensured we met 
compliance requirements while running 
confidently in a hybrid, multi-geo container 
ecosystem.”
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About the Author

ever-evolving landscape of technology.
His commitment to delivering value-driven 
solutions and ensuring customer success 
has earned Crossvale™ a reputation for 
excellence and innovation.

Todd’s expertise extends beyond the 
boardroom. He is a forward-thinking 
strategist, technology evangelist, and 
an advocate for continuous learning. 
His ability to identify emerging trends 
and leverage them to create business 
opportunities has been a hallmark of  
his career.

Outside of his professional endeavors, 
Todd is dedicated to his family of 5 
children, his faith and enjoys hobbies 
that include DeFi evangelization and 
investment and Golf. He believes in the 
power of collaboration and the potential 
for innovation when diverse perspectives 
come together.

Todd Millard - CEO of Crossvale™ 

Todd Millard is a dynamic and visionary 
leader in the realm of technology and 
business transformation.  
 
As the CEO of Crossvale™, a leading IT 
consultancy firm specializingin cloud-
native technologies, automation, and 
digital transformation, Todd has been 
instrumental in driving innovation and 
delivering cutting-edge solutions to    
clients worldwide.

With a career spanning over two decades, 
Todd Millard has established himself as a 
thought leader and a driving force in the 
IT industry. His passion for harnessing 
the power of technology to solve complex 
business challenges has been the driving 
force behind Crossvale’s success.

Under Todd’s leadership, Crossvale™ 
has emerged as a trusted partner for 
organizations seeking to navigate the 
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Discover more about Crossvale™, Inc., 
a leading provider of IT consulting 
and solutions, including their areas 
of specialization and commitment to 
helping organizations achieve their          
technology goals.

Introduction

Crossvale™, Inc. is a leading technology 
consultancy firm at the forefront of  
empowering organizations to embrace 
digital transformation and navigate the 
complex landscape of modern technology. 
Founded on the principles of innovation, 
expertise, and client-centricity, Crossvale™ 
has emerged as a trusted partner for 
businesses seeking to harness the full 
potential of cutting-edge technologies.

Our Mission

At Crossvale™, we’re passionately 
dedicated to reshaping IT landscapes 
through our expertise in Automation, 
Containerization, and App Modernization. 
Our mission is anchored in delivering 
comprehensive, tailored solutions that 
activate a rapid embrace of modernization, 
using our PodOps Pro™ for OpenShift 
Managed Service as the foundation of 
success for our clients compete in the 
moderner digital world. By emphasizing 
holistic solutions over mere enablement, 
we’re committed to accelerating our clients’ 
progression from Zero to Confidence, 
thereby eliminating the need for in-house 
subject matter experts in the areas we 
proudly support for them.

About Crossvale™, Inc.

Our Expertise

Crossvale™ specializes in a wide array of 
technology domains, including:

	• Kubernetes and Container 
Orchestration 
We help clients harness the power    
of containerization and orchestration 
for scalable, resilient, and                          
portable applications.

	• Automation 
We streamline operations through 
intelligent automation, reducing 
manual tasks, minimizing errors, and 
enhancing efficiency.

	• Digital Transformation 
We guide organizations in their digital 
journey, helping them adopt modern 
practices, agile methodologies, and 
customer-centric approaches.

	• Open-Source Solutions 
We leverage open source 
technologies to deliver cost-effective 
and innovative solutions that drive 
business growth.

	• DevOps and CI/CD 
We enable organizations to 
accelerate software delivery,                         
improve collaboration, and ensure 
high-quality releases.

	• App Modernization 
We help organizations modernize 
legacy applications, making 
them more efficient, scalable, 
and compatible with modern          
technology stacks.
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	• AI and Machine Learning 
We apply artificial intelligence 
and machine learning to extract 
actionable insights from data, driving 
informed decision-making.

Why Choose Crossvale™

	• Proven Track Record 
With over two decades of experience, 
we have successfully delivered 
transformative solutions to clients 
across various industries.

	• Global Reach 
Our global presence enables us to 
serve clients worldwide, adapting 
solutions to local needs and 
regulations.

	• Customer-Centric Approach 
We prioritize client satisfaction, 
ensuring our solutions align with their 
unique goals and challenges.

	• Innovation-Driven 
We stay at the forefront of emerging 
technologies, enabling clients to stay 
ahead of the competition.

	• Skilled Team 
Our diverse team of experts 
possesses deep industry knowledge, 
technical proficiency, and a passion 
for solving complex problems.

Our Commitment

At Crossvale™, we are committed to driving 
real, measurable results for our clients.  
We view every project as an opportunity 
to make a meaningful impact on their 
business, helping them unlock new 
opportunities, streamline operations, and 
achieve their digital ambitions.

In a rapidly evolving digital landscape, 
Crossvale™, Inc. remains dedicated to 
guiding organizations toward success, one 
innovative solution at a time. Whether 
it’s cloud adoption, automation, or digital 
transformation, we are the trusted partner 
that businesses turn to for a brighter, 
technology-driven future.

Have questions or need 
further assistance? 

Get in touch with 
Crossvale™, Inc.

 
Todd Millard 
tmillard@crossvale.com

214-659-3311

6505 W Park Blvd, Ste 306, 
Plano, TX 75093
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